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Abstract
Quantum random number generator (QRNG) based on the inherent randomness of
fundamental quantum processes can provide provable true random numbers which
play an important role in many fields. However, the security of practical QRNGs is
linked to the performance of realistic devices. In particular, devices based on the
Faraday effect in a QRNG system may be affected by external magnetic fields, which
will inevitably open a loophole that an eavesdropper can exploit to steal the
information of generated random numbers. In this work, the effects of external
magnetic fields on the security of practical QRNGs are analyzed. Taking the quantum
phase fluctuation based QRNG with unbalanced Michelson interferometer as an
example, we experimentally demonstrate the rotation angle of the Faraday rotation
mirror (FRM) is influenced by external magnetic fields. Then, we develop a theoretical
model between the rotation angle deviation of FRM and conditional min-entropy.
Simulation results show that the imperfect FRM leads to a reduction in the variance of
measured signal and extractable randomness. Furthermore, the impacts of practical
sampling device on the extractable randomness are analyzed in the presence of
imperfect FRM, which indicates suitable parameters of the sampling device can
improve the security of practical QRNGs. Potential countermeasures are also
proposed. Our work reveals that external magnetic fields should be carefully
considered in the application of practical QRNGs.

Keywords: Quantum random number generator; Faraday rotator; External magnetic
field

1 Introduction
Random numbers play an important role and have vast applications in a variety of tasks,
such as cryptography [1], numerical simulation [2] and lottery [3]. The randomness of ran-
dom numbers has a direct impact on the performance of the application. Quantum ran-
dom number generators (QRNGs) based on the intrinsic uncertainty principle of quantum
mechanics can produce true random numbers [4, 5], which has attracted a lot of attention.
Over the past two decades, varieties of practical QRNG schemes have been proposed and
implemented. According to different quantum random sources, QRNGs can be divided
into discrete variable QRNGs and continuous variable QRNGs. Discrete variable QRNGs
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mainly utilize photon path [6], photon arrival time [7–9] and photon number distribution
[10, 11] to generate random numbers. However, similar to the discrete variable quantum
key distribution (QKD), which is limited by some drawbacks with regards to single photon
detectors, such as dark count rates, low quantum efficiencies, after-pulse effects and dead
times, the generation rates of discrete variable QRNGs are so slow that the random num-
bers cannot be used to satisfy most practical applications [12–16]. In contrast to discrete
variable QRNGs, continuous variable QRNGs use a traditional high-bandwidth photode-
tector (PD) with higher speed and lower cost, which exploits vacuum fluctuation [17–20],
quantum phase fluctuation [21–32] and amplified spontaneous emission noise [33–38], to
generate random numbers, and the random number generation rates of continuous vari-
able QRNGs are significantly increased. Moreover, continuous variable QRNG can be well
compatible with classical optical communication systems.

Among the continuous variable QRNGs, the one based on quantum phase fluctuation
is a more promising and valuable scheme due to its high generation rate and simple struc-
ture. For example, the related generation rate has reached tens of Gbps [27, 29] and on-
chip integration has been realized [30]. Since it is difficult to directly measure the phase
fluctuations, an interferometer is commonly used to convert phase fluctuations into in-
tensity fluctuations. Nevertheless, the performance of the interference is sensitive to the
polarization and phase drift in optical fibers. To reduce the impact of polarization and
phase drift, the unbalanced Michelson interferometer with two Faraday rotation mirrors
(FRMs) is proposed and widely used in the continuous mode [24–27] or gain-switched
mode [31, 32]of semiconductor lasers.

In general, practical QRNGs can produce secure true random numbers only if the
physical devices are trusted and fulfill with the model assumptions, which usually fails
in the presence of an eavesdropper or the imperfections of physical devices. This leads
to information leakage of the generated random numbers of practical QRNGs. To solve
this problem, device-independent QRNG (DI-QRNG) protocols without assumptions on
the physical devices are proposed [39–41], but the realistic implementations are diffi-
cult and the generation rate is relatively slow. To trade off between generation rate and
practical security, the semi-device-independent QRNG (SDI-QRNG) protocols are pro-
posed, which mainly include source-device-independent [42–44], measurement-device-
independent [45, 46] and dimension witness violation based QRNG protocols [15, 47–49].
Though the generation rate of SDI-QRNG has been improved, its security is still depen-
dent on partially imperfect devices. Compared to the DI-QRNG and SDI-QRNG schemes,
practical QRNGs are still more popular due to their relatively low cost, ease of implemen-
tation and high generation rates. Therefore, the security of practical QRNGs is a major
and essential issue that must be considered.

There are already some excellent researches on the security of practical QRNGs, such
as the influence of postprocessing method [50], local oscillator fluctuation [51], phase
randomness in laser source [52], sampling settings [18, 53] and variations in laser source
temperature [36, 54]. In previous works, it is generally assumed that the operating envi-
ronment is stable. Unfortunately, practical QRNGs may be subjected to complex electro-
magnetic environments [16, 55–57] or electromagnetic disturbance from an eavesdropper
[58]. Ref. [59] analyze the variations on the performance of optical isolator and optical cir-
culator caused by external magnetic fields. Ref. [58] presents an attacker who actively ex-
ploits an electromagnetic side channel to control the output of a kind of homodyne-based
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QRNGs. At present, the Faraday effect based optical devices, such as the FRM, are widely
used in the QRNG systems. The performance of FRM is sensitive to the variations in sur-
rounding magnetic field strength which may result in overestimating the min-entropy.
Nevertheless, there is still a lack of study on the effect of external magnetic fields on the
security of practical QRNG.

In this paper, taking the quantum phase fluctuation based QRNG with unbalanced
Michelson interferometer as an example, the effect of external magnetic fields on the se-
curity of practical QRNG is studied. We experimentally demonstrate the rotation angle of
the FRM significantly deviates from the ideal value under the influence of external mag-
netic fields, which directly affects the performance of unbalanced Michelson interferom-
eter. Then we analyze the impacts of imperfect FRM on the security of practical quantum
phase fluctuation based QRNG. Simulation results show that the imperfect FRM leads
to a reduction in extractable randomness. Furthermore, the influences of practical sam-
pling devices are also quantitatively studied. Finally, we propose some countermeasures
to defend against variation in the magnetic field strength.

The rest of this paper is organized as follows. In Sect. 2.1, we briefly review the protocol
of quantum phase fluctuation based QRNG with unbalanced Michelson interferometer.
In Sect. 2.2, the influence of external magnetic fields on FRM is briefly introduced and
experimentally demonstrated. In Sect. 3.1, the security of practical QRNG based on quan-
tum fluctuation is analyzed under the external magnetic fields, including the impacts on
the variance of measured signal and the extractable randomness. Moreover, the impacts
of sampling devices on the extractable randomness are investigated with imperfect FRM.
Corresponding countermeasures are proposed in Sect. 3.2. Finally, we conclude this paper
in Sect. 4.

2 Methods
2.1 Quantum phase fluctuation based QRNG with unbalanced Michelson

interferometer
In this section, we review a typical quantum phase fluctuation based QRNG with un-
balanced Michelson interferometer. Phase fluctuations of photons emitted from a laser
originate from spontaneous emissions, which can be used as a quantum entropy source to
generate random numbers [60, 61]. When the laser current is operated around its thresh-
old value, spontaneous emissions will dominate. Because the phase fluctuation is difficult
to measure directly, the phase fluctuation can be converted into a measurable intensity via
an interferometer. The structure of the QRNG scheme is shown in Fig. 1.

As shown in Fig. 1, a semiconductor laser is operated slightly above its threshold and
emits a continuous beam. Then the continuous beam passes through Port 1 of a circula-
tor into the Michelson interferometer, which is mainly composed of a 50/50 beam splitter
(BS), a phase shifter (PS), two FRMs and a delay line. The circulator is a three-port device
that redirects incoming optical signals to special output ports [13, 14, 62]. Port 1 is coupled
to the input of semiconductor laser with Port 2 connected to the BS. After entering the
BS from Port 2, the continuous beam is divided into a signal beam and a reference beam.
Two FRMs reflect the signal beam and reference beam, which then pass through the BS
again and interfere. In the Michelson interferometer, two ideal FRMs make the interfer-
ometer polarization-insensitive. One output port of the interferometer is monitored by a
power meter (PM). By analyzing the measured results of the PM, a proportional-integral-
derivative (PID) program sends feedback signals to an open-loop piezo controller (PC) to
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Figure 1 The architecture of the QRNG is based on quantum phase fluctuation. A laser emits a continuous
beam that enters the Michelson interferometer through the circulator. One output port of the interferometer
is monitored by a PM. A PID program analyzes the measured results of the PM and sends a signal to the PC.
The PC could adjust the PS in real-time. The other output port of the interferometer is measured by a PD. And
the measured voltage signal of the PD is digitized by an ADC. BS: beam splitter, PS: phase shifter, PM: power
meter, PC: piezo controller, FRM: Faraday rotator mirror, PID: proportional-integral-derivative control, PD:
photodetector, ADC: analog-to-digital converter

precisely adjust the PS in real time. In this way, the phase difference between two arms
of the interferometer could be maintained. The other output port of the interferometer
re-enters the circulator in Port 2 and finally reaches Port 3. The interference beam output
from Port 3 is converted to electrical signal by a PD. Subsequently, an n-bit analog-to-
digital converter (ADC) samples the voltage output of the PD to obtain the raw bits. Due
to the presence of classical noise, the raw bits should be post-processed to extract secure
random bits. In practical QRNG systems, the min-entropy is commonly used to quantify
the random bits that can be extracted [18, 27–29, 63–66].

2.2 Influence of external magnetic fields on FRM
In practical QRNG schemes, many core optical devices are based on the magneto-optical
effect, which are sensitive to external magnetic fields. For example, the FRM is an im-
portant optical device in the quantum phase fluctuation based QRNG with unbalanced
Michelson interferometer, whose performance can also be affected by external magnetic
field. In this work, we focus on the analysis and discussion of the influence of external
magnetic fields on FRMs.

The FRM is a combination of a Faraday rotator and an ordinary mirror. The Faraday
rotator is based on Faraday effect, which is also a kind of magneto-optical effect, i.e., an
interaction between the light field and magnetic field in a medium. When a static magnetic
field is applied to the medium in a direction parallel to the propagation direction of light
field, the polarization plane of the light field will rotate and is only related to the direction
of the magnetic field. The Faraday rotator is a non-reciprocal optical device composed of a
magneto-optical crystal and a permanent magnet. Under the magnetic field, the rotation
angle of the polarization plane of light field is proportional to the path length L of light
through the material and the component of magnetic field strength B around the magneto-
optical crystal in the direction of light propagation, which can be expressed as

θ = VBL, (1)

where V denotes the Verdet constant of the material, i.e., characterizes the magneto-
optical properties of the material.
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Figure 2 Simplified diagram of the experimental setup to study the effect of an external magnetic field on
FRM. PCM: polarization control module, PBS: polarization beam splitter, DC: DC power supply

In the ideal case, the rotation angle of Faraday rotator is 45◦ and its Jones matrix can be
written as

FM
(
45◦) =

1√
2

[
1 1

–1 1

][
1 0
0 –1

]
1√
2

[
1 –1
1 1

]

= –

[
0 1
1 0

]

. (2)

Therefore, a perfect FRM can rotate the original polarization state of a photon to its or-
thogonal state. However, the rotation angle of the Faraday rotator may not be exactly 45◦

under an external magnetic field disturbance. To further investigate the influence of ex-
ternal magnetic fields on FRM, we perform a relevant experiment.

Figure 2 shows the simplified diagram of the experimental setup to study the effect of
external magnetic fields on FRM. A 1550 nm laser diode is operated at continuous wave
mode and its output light is transmitted to the polarization control module (PCM). PCM
is used to control the polarization state of the input light. Then the light passes through
a circulator to an FRM which is placed in the middle of the solenoid. The magnetic field
in the middle of the solenoid is uniformly distributed, and the strength of the magnetic
field can be adjusted by changing the current loaded onto the solenoid. The magnetic field
strength is measured by a Gauss meter and the current is provided by a DC power supply.
After passing through FRM, the polarization state of the light can be changed. Then, the
light signal reflected by the FRM is transmitted through the circulator to a polarization
BS (PBS), which divides light into two paths whose polarization states are orthogonal to
each other. Finally, the light intensities of the two paths are individually measured with
two PMs. Based on the measured values, the rotation angle deviation of FRM caused by
external magnetic fields can be calculated.

The experimental results of the rotation angle deviation of the FRM in the presence of
an external magnetic field are shown in Fig. 3. Specifically, by changing the direction of
the FRM in the solenoid, we can investigate the effect of external magnetic fields on the
deviation of the rotation angle of the Faraday rotator under different magnetic field direc-
tions. Figure 3(a) shows the experimental results under the condition that the external and
internal magnetic fields are in the same direction. It is shown that external magnetic fields
can hardly change the deviation of rotation angle, even though the external magnetic field
strength reaches 900 GS. This is due to the magnetic saturation effect of the permanent
magnets [67, 68], where an increase in the strength of the magnetic field does not change
the rotation angle of FRM. The experimental results under the condition that the external
and internal magnetic fields are in the opposite direction are shown in Fig. 3(b). Similarly,
because of the magnetic saturation effect, when the external magnetic field strength is less
than 350 Gs, the deviation of rotation angle remains almost constant. With continuously
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Figure 3 Experimental results on the rotation angle deviation of FRM versus external magnetic field strength.
(a) Variation in the rotation angle deviation of FRM when the external and internal magnetic fields are in the
same direction. (b)Variation in the rotation angle deviation of FRM when the external and internal magnetic
fields are in opposite directions

increasing the strength of reverse external magnetic field, the rotation angle deviation
varies significantly and approximately linearly.

Therefore, the rotation angle of the Faraday rotator would be significantly changed when
the directions of the external and internal magnetic fields are opposite as well as the
strength of external magnetic field exceeds a certain threshold value. In this case, the Jones
matrix of practical FRM should be written as

FM
(
45◦ – θ

)
=

[
cos(45◦ – θ ) sin(45◦ – θ )

– sin(45◦ – θ ) cos(45◦ – θ )

]

×
[

1 0
0 –1

][
cos(45◦ – θ ) – sin(45◦ – θ )
sin(45◦ – θ ) cos(45◦ – θ )

]

=

[
sin(2θ ) – cos(2θ )

– cos(2θ ) – sin(2θ )

]

,

(3)

where θ represents the rotation angle deviation caused by the external magnetic field and
the true rotation angle in every step is 45◦ – θ . Hence, the magnetic field around the FRM
directly affects the rotation angle of the light field polarization plane, and thus impacts
the performances of the FRM and Michelson interferometer. By remotely controlling the
external magnetic field around the FRM, the rotation angle of FRM will be changed, which
opens a security loophole for a malicious eavesdropper.

3 Results and discussion
3.1 Security of practical QRNG under external magnetic fields
We have demonstrated that the rotation angle of the FRM can be deviated from ideal value
by external magnetic fields, which would lead to the imperfect performance of Michelson
interferometer. In this section, we specifically analyze the effect of imperfect FRM under
external magnetic fields on the security of practical QRNGs. By numerical simulation, the
influences of imperfect FRM on the variance of measured signal and the estimation of the
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extractable randomness are analyzed. Furthermore, the impacts of sampling device on the
security of practical QRNG with imperfect FRM are evaluated.

3.1.1 Influence of imperfect FRM on the extractable randomness
The electric field intensity of the semiconductor laser can be modeled as

E(t) = E0 exp
[
iωt + φ(t)

]
, (4)

where E0 is the amplitude of electric field, ω is the angular frequency of the electromag-
netic field and φ(t) represents the random phase fluctuations due to the contribution of
the spontaneous emission to the emitted light. Without loss of generality, the laser pulses
are assumed to be horizontally polarized. That is, the emitted light can be written as
Ein = [E(t), 0]T . After passing an ideal BS, the output electric fields become

[
E1

E2

]

=
1√
2

[
1 1
1 –1

][
E(t)

0

]

=
1√
2

[
E(t)
E(t)

]

, (5)

and the polarization of lights is still horizontally polarized, where the electric field inten-
sities of signals in the long arm and the short arm of the Michelson interferometer are E1

and E2, respectively.
In the Michelson interferometer, a single mode fiber (SMF), which has a birefringence

effect, is used. The Jones matrix of SMF, which can be equivalent to the one of an ellipse
delayer, is given by

−→
R =

[
a –b∗

b a∗

]

=

[
cos(δ/2) + i cos 2α sin(δ/2) i sin(2α) sin(δ/2)

i sin(2α) sin(δ/2) cos(δ/2) – i cos 2α sin(δ/2)

]

, (6)

where
−→
R means the Jones matrix in the forward direction, α represents the rotation an-

gle between the equivalent fast axis and the x axis of the reference frame, δ is the phase
difference between the equivalent fast and slow axes of the SMF. The Jones matrix of the
SMF in the inverse direction is given by

←−
R =

[
a –b
b∗ a∗

]

. (7)

For simplicity, the short arm coordinate system is selected as the equivalent fast axis and
the rotation angle between the short arm and the long arm is the same, i.e., α = 0. Then,
the input signals of the long arm and short arm pass through the corresponding imper-
fect FRMs and are reflected to the BS. According to Eq. (1), the rotation angle of FRM is
related to the properties of the magneto-optical crystals and the magnetic field strength.
Therefore, the rotation angle deviations of the two FRMs may not be the same. Moreover,
the rotation angle deviation of the two FRMs are denoted as θ1 and θ2, respectively.

Based on the above analysis, the electric fields of the two path signals after the FRM
reflection can be obtained. For the long arm, the electric field is

E3 =
←−
R (δ1) · FM

(
45◦ + θ1

) · −→R (δ1) · E1(t + τ )
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=
1√
2
←−
R (δ1) · FM

(
45◦ + θ1

) · −→R (δ1) · E(t + τ ), (8)

where τ is the time delay between the two arms of the Michelson interferometer. For the
short arm, the electric field is

E4 =
←−
R (δ2) · FM

(
45◦ + θ2

) · −→R (δ2) · E2(t) · eiϕ

=
1√
2
←−
R (δ2) · FM

(
45◦ + θ2

) · −→R (δ2) · E(t) · eiϕ , (9)

where ϕ is the phase shifted by PS. Then, the output electric field of the BS can be ex-
pressed as

[
E5

E6

]

=
1√
2

[
1 1
1 –1

][
E3

E4

]

=
1√
2

[
E3 + E4

E3 – E4

]

. (10)

Hence, the output light intensity of Michelson interferometer is given by

Pout = E∗
5E5 =

1
2

E2
0 +

1
2

E2
0
(√

c2 + d2 cos
(
ϕ + ωτ + ε(t) – ε(t + τ ) + β

))
, (11)

where c = sin(2θ1) sin(2θ2) cos(δ1 – δ2) + cos(2θ1) cos(2θ2), d = sin(2θ1) sin(2θ2) sin(δ1 – δ2)
and β = arctan(c/d). The Michelson interference visibility ν can be deduced as follows
ν =

√
c2 + d2, which is related to the rotation angle deviation of FRM. Consequently, the

imperfect FRM under external magnetic fields would change the visibility of the Michel-
son interferometer, which cannot satisfy the assumption that the visibility is always equal
to 1 in other analyses.

Defining �φ(t) = φ(t)–φ(t +τ ) represents the quantum random phase fluctuation which
can be treated as Gaussian white noise [61]. The variance of �φ(t) can be described by

〈
�φ2(t)

〉
=

2τ

τc
, (12)

where τc = (π�νlaser)–1 is the coherence time of the laser, and �νlaser is the linewidth of
laser. In the QRNG scheme, the phase difference of the Michelson interferometer is stabi-
lized at a constant value by adjusting the PS, i.e., ϕ + ωτ + β = 2mπ + π/2 (m is an integer).
After removing the direct current signal, the measured signal of the PD can be obtained,

I(t) ∝ P
√

c2 + d2 sin
(
�φ(t)

) ≈ P
√

c2 + d2�φ(t), (13)

where P is the laser power and �φ(t) is sufficiently small. Hence, the phase fluctuation of
the laser source can be measured directly by the intensity of the interferometer output.
The output voltage of the PD fits with Gaussian distribution, whose variance contains the
contributions of quantum noise and classical noise. Thus, we have

σ 2
t = σ 2

q + σ 2
c = AP2(c2 + d2)〈�φ2〉 + σ 2

c = AP2(c2 + d2)2τ

τc
+ σ 2

c , (14)

and the mean value of output voltage μ = 0, where A is the linear response constant be-
tween the optical power and voltage variance determined by the responsivity and gain of
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the PD. In general, the classical noise introduced by the background noise or the imperfect
devices obeys a Gaussian distribution, and its variance σ 2

c is invariable. Based on Eq. (14),
it can be known that the total variance of output voltage and the variance of quantum noise
are affected by the visibility of interferometer, while the imperfect FRM would influence
the visibility of interferometer. To extract secure random bits from the raw data, an ap-
propriate post-processing scheme should be performed, such as Toeplitz-hashing matrix
function [18, 27, 29, 56, 63, 64], exclusive-OR operation [33–38] and m-least significant
bits operation [36–38].

Meanwhile, entropy estimation is the key part to determine how many random bits can
be extracted. The accuracy of entropy estimation will directly affect the randomness of
generated random numbers and the security of practical QRNGs. Generally, min-entropy
is used to quantify the amount of quantum randomness in a practical QRNG scheme.
The min-entropy associated with the maximum guessing probability for an eavesdropper
about variable X is defined as

Hmin(X) = – log2

[
max
xi∈X

PX(xi)
]
, (15)

where PX(xi) represents the probability distribution with variable X and maxxi∈X PX(xi) is
the highest probability of a single bin in a random variable X.

In the practical QRNG scheme, the quantum noise and classical noise E are time-
independent and follow Gaussian distributions centred at zero with variances σ 2

q and σ 2
c ,

respectively. Assuming that the eavesdropper has infinite computational power to fully
master the classical noise E. Under this worst condition, to guarantee that the eavesdrop-
per does not obtain any side information about the extracted random numbers through
classical noise, we need to obtain a lower bound on the min-entropy in the presence of
classical noise. The conditional min-entropy is

Hmin(X|E) = – log2

[
max

xi∈X|E
PX|E(xi)

]
. (16)

Hence, the quantum part of the measured signal needs to be accurately estimated. To max-
imize the extractable quantum randomness, the ratio of the quantum signals to classical
noises is maximized. Considering the measured signal is sampled by an n-bit ADC, where
the sampling range of ADC is [–R+�/2, R+3�/2] and the bin width of ADC is � = R/2n–1,
the probability distribution of discrete measurement results satisfies

PX|E(xi) =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

1
2 erfc( R–0.5�√

2σq
), i = imin,

erf( �

2
√

2σq
), imin < i < imax,

1
2 erfc( R–1.5�√

2σq
), i = imax,

(17)

where imin = –2n–1, imax = 2n–1, and n is the sampling resolution. According to Eq. (16)
and Eq. (17), there is a positive correlation between Hmin(X) and σ 2

q , while the value of σ 2
q

is affected by the rotation angle deviation of Faraday rotator in the FRM. Therefore, the
imperfect FRM influences the estimation of extractable randomness in a practical QRNG
system.
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Figure 4 (a) The relationship between the conditional min-entropy Hmin and the rotation angle deviations of
FRMs. (b) Contour map of conditional min-entropy Hmin in the X-Y axis plane in Fig. 4(a)

Table 1 A summary of the influences of imperfect FRMs on the extractable randomness

The rotation angle
deviations of two FRMs

Conditional min-entropy Security of the QRNG Solution

Both unchanged Not overestimated Not affected None
Only one changed Overestimated Affected Details in Sect. 3.2.
Both unchanged Overestimated Affected
Greater the changed Greater the amount of

overestimation
More affected

According to Eq. (14), we suppose in an ideal scenario, that A = 400, P = 1 mW, δ1 – δ2 =
0.9π , τ = 540 ps and τc = 2.5 ns, σ 2

c = 0, so the total variance σ 2
t is equal to the quantum

noise variance σ 2
q . The sampling range is set to R = ±3σq–ideal, where σq–ideal is the standard

deviation of quantum signal with two ideal FRMs, and the sampling resolution n is set to 8.
By numerical simulation, the relationship between the conditional min-entropy Hmin and
the rotation angle deviations of FRMs is shown in Fig. 4, where we only consider the case
in which 0 ≤ θ1(θ2) ≤ 10◦. When the two FMRs are ideal, i.e., the rotation angle deviation
θ1 = θ2 = 0, the conditional min-entropy reaches the maximum value. As shown in Fig. 4,
the conditional min-entropy gradually decreases with increasing rotation angle deviations
of the FRMs. The rotation angle deviation of FRM leads to a decrease in the interferometer
visibility, and thus reduces the variance in quantum noise and the calculated conditional
min-entropy. Moreover, θ1 and θ2 show symmetry with Hmin, which means the two FRMs
in the interferometer have the same effect on the extractable randomness. In other words,
as long as one of the two FRMs is imperfect, the variance of quantum noise and condi-
tional min-entropy will be affected. A summary of the influences of imperfect FRMs on
the extractable randomness is shown in Table 1. Therefore, imperfect FRMs lead to lower
conditional min-entropy in the case of 0◦ ≤ θ1(θ2) ≤ 10◦. If legitimate users fail to notice
the imperfect FRMs introduced by external magnetic fields, the extractable randomness
will be overestimated, which influences the randomness of the final random numbers.
Therefore, the security of practical QRNG systems under external magnetic fields would
be threatened.
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3.1.2 Impact of sampling device under the QRNG with imperfect FRM
The electrical signal is discretized into a digital signal by an ADC to obtain the raw data.
To achieve a high generation rate, the parameters of ADC need to be optimized in practi-
cal QRNGs, which are important for the estimation of extractable randomness. We have
demonstrated that the performance of FRM can be affected by external magnetic fields.
Meanwhile, the different parameters of ADC may have different effects on the estimation
of the extractable randomness under external magnetic fields. Hence, the impacts of ADC
parameters should be discussed in detail.

The sampling range R and sampling resolution n are two important parameters of the
ADC. By defining a parameter called normalized conditional min-entropy in our analy-
sis, the influences of the sampling range and sampling resolution on the extractable ran-
domness are discussed. The normalized conditional min-entropy is defined as Hmin–norm =
Hmin/n, which represents the number of extractable secure randomness per bit. To sim-
plify, we analyze the cases in which the rotation angle deviations of two FRMs are the same
and θ1 = θ2 = 0◦, 5◦, 10◦ for the subsequent analysis. The sampling range R can be defined
as R = ±kσq–ideal, where k is the ratio between sampling range R and the standard deviation
of ideal quantum signal σq–ideal. The finite sampling range will lead to the measured signal
outside the range ±kσq–ideal falling into the first or last bins of an ADC. The simulation re-
sults shown in Fig. 5 are obtained with a sampling resolution of n = 8, where the sampling
range R is increased from σq–ideal to 6σq–ideal with a step of 0.1σq–ideal. When the QRNG is
not attacked by external magnetic field, that is, the FRMs are perfect, the optimal sampling
range R is approximately 2.5σq–ideal, corresponding to 0.87548 extractable secure random
bits per bit. And the optimal sampling range decreases with the increase of rotation angle
deviation. Moreover, the difference in the normalized conditional min-entropy between
the QRNG with imperfect FRMs and that with ideal FRMs slightly increases with the sam-
pling range when the sampling range is greater than 2.5σq–ideal. Therefore, the influence
of external magnetic fields on extractable randomness can be reduced by optimizing the
sampling range, such as the optimal sampling range for an ideal FRM. As shown in Fig. 5,
when R is smaller than a threshold value, the values of Hmin–norm at 5◦ and 10◦ are greater
than that at 0◦ in the same sampling range. The sampling range is too small resulting in
the peak value of the probability distribution in the first and last bins of ADC. As a conse-
quence, if the sampling range for the QRNG with ideal FRMs is lower than the threshold
value, the randomness of the final generated random numbers may not be affected by
the imperfect FRM, because the extractable randomness is underestimated in the practi-

Figure 5 Simulation results for the normalized
conditional min-entropy Hmin–norm as a function of
k related to the sampling range at different rotation
angle deviations. The grey squared line, red dotted
line and blue triangular line represent the rotation
angle deviations at 0◦ , 5◦ , 10◦ , respectively
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Figure 6 Simulation results for the normalized
conditional min-entropy Hmin–norm as a function of
the sampling resolution n for different rotation
angle deviations. The grey squared line, red dotted
line and blue triangular line represent the rotation
angle deviation at 0◦ , 5◦ , 10◦ , respectively

Table 2 A summary of the impacts of sampling device under the QRNG with imperfect FRM

Sampling range Sampling
resolution

Normalized conditional
min-entropy

Security of the
QRNG

Solution

Below threshold
value

Normal Not overestimated Not affected None

Exceed threshold
value

Normal Not overestimated Affected Setting a suitable sampling
rangeand increasing the sampling
resolution, as well as the other
solutions in Sect. 3.2.

Exceed threshold
value

Larger Smaller the amount of
overestimation

Less affected

cal QRNG system. Overall, the influence of external magnetic fields on the security of the
QRNG can be reduced by adjusting the sampling range of ADC, where it is recommended
that the sampling range does not exceed the optimal sampling range.

The sampling resolution n of ADC is related to the loss of information induced by the
discretized sampled probability distribution of the measured signal, which significantly
impacts the estimation of randomness for practical QRNGs. Figure 6 shows the simulation
results for the normalized conditional min-entropy Hmin–norm as a function of n by setting
the sampling range R = ±3σq–ideal and the rotation angle deviations of 0◦, 5◦, 10◦, respec-
tively. Intuitively, Hmin–norm increases with the sampling resolution n at different rotation
angle deviations. When the quantum phase fluctuation based QRNG is disturbed by ex-
ternal magnetic fields, Hmin–norm is significantly reduced. Besides, the difference between
the Hmin–norm of the QRNG with perfect FRMs and that with imperfect FRMs decreases
with the increase of n. From the legitimate user’s point of view, a greater n allows eaves-
dropper to steal less information from each bit. As shown in Fig. 5 and Fig. 6, the difference
of Hmin–norm at 0◦ and 5◦ is significantly lower than that of 5◦ and 10◦. In other words, in
the presence of the same rotation angle deviation increase, the greater the rotation angle
deviation of FRM initially, the greater the reduction in extractable randomness. In conclu-
sion, the sampling range and resolution both have impacts on the extractable randomness
of the QRNG with imperfect FRMs. Methods such as properly setting the sampling range
N and increasing the sampling resolution n will help to resist the influence of an exter-
nal magnetic field and thus improve the security of final generated random numbers. As
shown in Table 2, we give a summary of the impacts of sampling device under QRNG with
imperfect FRM.
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3.2 Countermeasures against the influences of imperfect FRM induced by
external magnetic fields

In the previous sections, we found that the rotation angle deviations of FRMs are in-
fluenced by the strength of the external magnetic field, thus compromising the final ex-
tractable randomness and security of quantum phase fluctuation based QRNG with un-
balanced Michelson interferometer system. To protect the QRNG from external magnetic
fields, we propose countermeasures from two different perspectives: the magnetic field
and FRM.

Adding devices to shield and monitor the magnetic fields around the practical QRNG
system is a straightforward countermeasure. The low impedance and high permeability
of the ferromagnetic material allow the magnetic field inside the shield to be significantly
reduced. In the QRNG based on quantum phase fluctuation, the magnetic shielding of
sensitive devices can be achieved by using a hollow shell made of high permeability fer-
romagnetic materials to enclose the materials sensitive of sensitivity to magnetic field
strength. Nevertheless, limited by the shielding ability of the magnetic field, the secu-
rity of the QRNG system can still be compromised by an eavesdropper that increases the
strength of external magnetic field. Thus, it is necessary to deploy devices to monitor mag-
netic fields, such as Hall elements and semiconductor magnetoresistance elements. Hall
elements based on the Hall effect reflect the magnitude of the external magnetic field by
the Hall voltage, and semiconductor magnetoresistance elements based on the magne-
toresistive effect can determine whether the magnetic field is changed by its resistance
value. By integrating the Hall elements or semiconductor magnetoresistance elements in
the QRNG system, the external magnetic field strength can be monitored. Once the Hall
voltage or resistance changes above a certain threshold, it indicates that the security of
the QRNG is at risk. Hence, the security of the QRNG system can be guaranteed by the
necessary magnetic field shielding and monitoring.

On the other hand, external magnetic fields lead to imperfections in FRMs, so counter-
measures can be taken to solve the impact of imperfect FRM on quantum phase fluctua-
tion based QRNG with unbalanced Michelson interferometer. The imperfect FRMs in the
Michelson interferometer causes the polarization state of the reflected signal to be unable
to rotate 90◦ accurately, which reduces the visibility of the interferometer and affects the
extractable randomness. Thus, by adding a polarization state measurement device and

Figure 7 Specific experimental device for polarization control countermeasure. LCPM: liquid crystal
polarization meter
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polarization control module (PCM) in the QRNG, the polarization state of the signal re-
flected by the FRM can be guaranteed to be rotated by 90◦. The detailed polarization con-
trol countermeasure experimental device is shown in Fig. 7. The signal reflected by the
FRM passes through a 10:90 BS and is split into two parts: one part (10%) is connected to
a liquid crystal polarization meter (LCPM) to measure the polarization state of the signal,
which has the merit of high stability and accuracy; the other part (90%) is transmitted and
connected to a PCM used to modulate the polarization state of the signal. The measure-
ment results of LCPM are uploaded to a computer that sends a feedback signal to precisely
tune the PCM in real time. In this way, the polarization state of the signal reflected by the
FRM can be stably maintained. For the signal reflected by another FRM, the same method
is used to maintain the stability of the polarization state of the signal, as shown in Fig. 7.
Thereby, the polarization control countermeasures could resist the impact of imperfect
FRM and improve the security of the practical QRNG.

4 Conclusion
In this work, we have analyzed the impacts of external magnetic fields on the practical
security of a quantum phase fluctuation based QRNG with unbalanced Michelson inter-
ferometer. We experimentally investigated the variation in the rotation angle of the FRM
under different external magnetic fields. The experimental results show that the effect of
external magnetic field on the rotation angle is significant when the directions of external
and internal magnetic fields are opposite as well as the strength of external magnetic field
exceeds a certain threshold. Therefore, by controlling the strength of the magnetic field
around the FRM, an adversary may cause imperfect performance of FRM, which opens a
vulnerability in for the security of the QRNG. Based on this vulnerability, we investigate
the influences of imperfect FRM. Through numerical simulation, we find that the variance
of measured signal and extractable randomness can be influenced by external magnetic
fields. The conditional min-entropy decreases with the rotation angle deviation of FRM
in the case of 0 ≤ θ1(θ2) ≤ 10◦. Without noticing the rotation angle deviation of FRM in-
troduced by external magnetic fields, the extractable randomness will be overestimated.
Furthermore, we also consider the impacts of the sampling device on the estimation of ex-
tractable randomness in the presence of imperfect FRM. The simulation results reveal that
the methods of appropriately setting sampling range and increasing sampling resolution
could help to resist the influence of external magnetic fields and improve the security of
practical QRNG systems. Finally, we proposed some countermeasures against the impacts
of external magnetic fields, which include adding magnetic field shielding (monitoring)
devices and utilizing a PCM to control the polarization state of the signal.

Our results have demonstrated that the security of practical QRNGs is affected by ex-
ternal magnetic fields. For QRNGs operating in complex magnetic fields with inadequate
shielding, the extractable randomness may be reduced due to the imperfect equipment
disturbed by external magnetic fields. Moreover, an eavesdropper can exploit vulnerabil-
ities related to magnetic field strength to eavesdrop on the final generated random num-
bers. In summary, our work reveals the importance of considering the influence of external
magnetic fields and deploying corresponding countermeasures to guarantee the security
of practical QRNGs.
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