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Abstract
The synthesis of quantum circuits for multiplicative inverse over GF(28) are discussed
in this paper. We first convert the multiplicative inverse operation in GF(28) to
arithmetic operations in the composite field GF((24)2), and then discuss the
expressions of the square calculation, the inversion calculation and the multiplication
calculation separately in the finite field GF(24), where the expressions of multiplication
calculation in GF(24) are given directly in GF(24) and given through being transformed
into the composite field GF((22)2). Then the quantum circuits of these calculations are
realized one by one. Finally, two quantum circuits for multiplicative inverse over
GF(28) are synthesized. They both use 21 qubits, the first quantum circuit uses 55
Toffoli gates and 107 CNOT gates and the second one uses 37 Toffoli gates and 209
CNOT gates. As an example of the application of multiplication inverse, we apply
these quantum circuits to the implementations of the S-box quantum circuit of the
AES cryptographic algorithm. Two quantum circuits for implementing the S-box of
the AES cryptographic algorithm are presented. The first quantum circuit uses 21
qubits, 55 Toffoli gates, 131 CNOT gates and 4 NOT gates and the second one uses 21
qubits, 37 Toffoli gates, 233 CNOT gates and 4 NOT gates. Through the evaluation of
quantum cost, the two quantum circuits of the S-box of AES cryptographic algorithm
use less quantum resources than the existing schemes.
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1 Introduction
The quantum circuit implementations of symmetric cryptographic algorithms have re-
cently received researchers’ attention for the following two reasons. On one hand, the
security analysis of a cryptographic algorithm in quantum environment needs to estimate
the quantum resources used in the cryptographic algorithm. Implementing the crypto-
graphic algorithm with quantum circuits is the most direct way to estimate the quantum
resources used. On the other hand, quantum logic gates are all reversible, and crypto-
graphic algorithms implemented by using quantum circuits to consume near zero power
theoretically and resist from various side-channel attacks related to power analysis [3, 16].

In the quantum circuit realization schemes of these symmetric cryptographic algo-
rithms, the realization or optimization of the quantum circuit of the S-box is an important
research content in these schemes. In 2016, Markus et al. [6] firstly estimated the quantum
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resources required in the S-box in the AES encryption algorithm [5] with two schemes.
The Itoh-Tsujii algorithm [7] was mainly used to estimate the resources in the first scheme,
which requires a total of 40 qubits, 3584 T gates and 4569 Clifford gates. By computing
the short factorizations to estimate the quantum resources in the second scheme, which
needs a total of 9 qubits, no more than 9695 T gates and 12631 Clifford gates. However, the
authors only estimated the quantum resources required to realize the S-box but did not
give the specific quantum circuits. In 2018, Almazrooie et al. [1] implemented the quan-
tum reversible circuit of AES-128. A total of 56 qubits, 448 Toffoli gates, 494 CNOT gates
and 4 NOT gates are used in the quantum circuit of S-box. By optimizing the Boolean
expressions of each output in the S-box of the AES encryption algorithm, the quantum
circuit given by Langenberg et al. [8] uses a total of 32 qubits, 55 Toffoli gates, 314 CNOT
gates and 4 NOT gates. By further optimizing the output Boolean expressions in the S-box
of the AES encryption algorithm, the quantum circuit designed by Zou et al. [23] uses a
total of 26 qubits, 46 Toffoli gates, 304 CNOT gates and 4 NOT gates. In addition to AES
block cipher algorithm, Luo et al. [11] also implemented the quantum circuit of S-box of
SM4 cipher algorithm [13], which uses a total of 48 qubits and 592 quantum logic gates.
Soon after, Luo et al. [12] used only 21 qubits, 55 Toffoli gates, 176 CNOT gates and 10
NOT gates to realize the quantum circuit of S-box of SM4 cryptographic algorithm.

By analyzing the algebraic expressions of S-boxes of AES [5], SM4 [10] and Camellia [2]
etc., it can be seen that the outputs of S-boxes of these algorithms are almost obtained
by multiplicative inverse operations and affine transformations of the inputs over the fi-
nite field GF(28). The quantum circuit of affine transformation is easy to implement. The
matrix in the affine transformation can be realized in a manner similar to Gaussian elim-
ination, that is, the matrix is transformed into a unit matrix through row transformation,
and a CNOT gate is added to the corresponding qubits when the row transformation is
performed. And then these CNOT gates are arranged in reverse order, the quantum cir-
cuit of the matrix is constructed. For the column vector, it can be realized by adding NOT
gates at the corresponding qubits where “1” appears. The difficulty of the problem is how
to realize the quantum circuit of the multiplicative inverse over the finite field GF(28). In
fact, Wang et al. [21] showed that the inverse of α is α–1 = α2m–2 for any α in the finite field
GF(2m). This formula was used in Ref. [1, 11] to construct the quantum circuits of the
multiplicative inverse in the S-boxes. However, the quantum circuits constructed in this
way used too much quantum resources. In this paper, we will discuss that the quantum
reversible circuits over GF(28) multiplicative inverse based on composite field arithmetic,
which has been applied to S-box optimization using CMOS standard cell library [4, 17]. It
is also helpful for constructing the quantum circuits of multiplicative inverse in finite field
GF(2m).

The rest of this paper is organized as follows. We will introduce the preliminaries in
Sect. 2. In Sect. 3, the arithmetic operations over finite fields and composite fields are
described. In Sect. 4, all the quantum circuits are synthesised in details. Finally, a short
discussion and conclusion is given in Sect. 5.

2 Preliminaries
Let f (x) ∈ GF(2)[x] be an irreducible polynomial over binary finite field GF(2) of degree 8
and let X be a root of f (x), then any element α ∈ GF(28) can be represented in the poly-
nomial basis {1, X, X2, . . . , X7} as α =

∑7
i=0 aiXi with ai ∈ GF(2). For any α ∈ GF(28), its

inverse is the element α–1 such that α · α–1 ≡ 1 mod f (x).
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Figure 1 The elementary quantum gates in NCT gate library

The main work in this paper is to construct the quantum circuits of the inverse for
any given α ∈ GF(28) by using quantum gates. The elementary quantum gates are used
to manipulate quantum information in quantum computation [14]. Quantum gates are
reversible, that is, they can be regarded as bijection. Three types of elementary quantum
gates, which are quantum NOT gate, CNOT gate and Toffoli gate, will be used in this pa-
per. The quantum NOT gate maps one qubit |B〉 as |B〉 −→ |B ⊕ 1〉 as shown in Fig. 1(a),
where ⊕ is the GF(2) addition (XOR). Since the matrix form of the quantum NOT gate
is equal to the Pauli X matrix, the notation “x” for the quantum NOT gate is used for
historical reasons in some literatures. The CNOT gate maps two qubits |B1〉 and |B2〉 as
|B1〉|B2〉 −→ |B1〉|B2 ⊕B1〉 as shown in Fig. 1(b), where |B1〉 is control qubit and |B2〉 is tar-
get qubit. A CNOT gate has a quantum cost of 1 [20]. The Toffoli gate maps three qubits
|B1〉, |B2〉 and |B3〉 as |B1〉|B2〉|B3〉 −→ |B1〉|B2〉|B3 ⊕ B1B2〉 as shown in Fig. 1 (c), where
|B1〉 and |B2〉 are control qubits and |B3〉 is target qubit. The quantum cost of Toffoli gate
is 5 as it needs 5 2-qubit gates to implement it [20].

In fact, the NCT gate library composed only of NOT gates, CNOT gates and Toffoli
gates is universal, that is, for all m and all permutations π ∈ S2m , there exists some n such
that some circuit composed of gates from NCT gate library computes π using n qubits of
temporary storage [19].

3 Composite field arithmetic
The idea is to transform the calculation in the finite field GF(28) into the composite field
arithmetic, and gradually realize the quantum circuits calculated in the composite field,
so as to construct the quantum circuits for multiplicative inverse in the finite field GF(28).

3.1 Multiplicative inverse over GF((24)2)
Let g(y) = y2 +μy+λ be an irreducible polynomial over GF((24)2) and let Y be a root of g(y),
where μ,λ ∈ GF(24), then for any r ∈ GF((24)2) we have r = r1Y + r0, where r1, r0 ∈ GF(24).
For any r = r1Y + r0 ∈ GF((24)2), we can compute its inverse as

r–1 = r1
(
r2

0 + r0r1μ + r2
1λ

)–1Y + (r0 + μr1)
(
r2

0 + r0r1μ + r2
1λ

)–1. (1)

We enforce the μ = 1 so as to simplify arithmetic operations, then g(y) = y2 + y + λ and the
formula (1) become

r–1 = r1
(
r2

0 + r0r1 + r2
1λ

)–1Y + (r0 + r1)
(
r2

0 + r0r1 + r2
1λ

)–1. (2)

We next discuss the arithmetic operations in finite field GF(24) because r1, r0,λ ∈ GF(24)
in formula (2).
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3.2 GF(24) arithmetic
Let h(z) be an irreducible polynomial over GF(2) of degree 4 and let Z be a root of h(z),
then any element a ∈ GF(24) can be represented as a =

∑3
i=0 aiZi with ai ∈ GF(2). Because

the characteristic of the finite field GF(24) is 2, for any a =
∑3

i=0 aiZi ∈ GF(24) we have

a2 =

( 3∑

i=0

aiZi

)2

=
3∑

i=0

aiZ2i. (3)

Therefore, for any a ∈ GF(24), there exists a matrix S ≡ [1, Z2, Z4, Z6] mod h(z) over GF(2)
such that

a2 ≡ Sa mod h. (4)

For multiplication calculation, we can get the following results from Theorem 1 in Ref.
[15]: for a,b ∈ GF(24), note that c = a · b we have

c = d + QT · e, (5)

where

d =

⎛

⎜
⎜
⎜
⎝

d0

d1

d2

d3

⎞

⎟
⎟
⎟
⎠

= L · b =

⎛

⎜
⎜
⎜
⎝

a0 0 0 0
a1 a0 0 0
a2 a1 a0 0
a3 a2 a1 a0

⎞

⎟
⎟
⎟
⎠

·

⎛

⎜
⎜
⎜
⎝

b0

b1

b2

b3

⎞

⎟
⎟
⎟
⎠

, (6)

e =

⎛

⎜
⎜
⎜
⎝

e0

e1

e2

e3

⎞

⎟
⎟
⎟
⎠

= U · b =

⎛

⎜
⎝

0 a3 a2 a1

0 0 a3 a2

0 0 0 a3

⎞

⎟
⎠ ·

⎛

⎜
⎜
⎜
⎝

b0

b1

b2

b3

⎞

⎟
⎟
⎟
⎠

, (7)

and QT is the transpose matrix of Q over GF(2) such that

⎛

⎜
⎝

Z4

Z5

Z6

⎞

⎟
⎠ ≡ Q ·

⎛

⎜
⎜
⎜
⎝

1
Z
Z2

Z3

⎞

⎟
⎟
⎟
⎠

mod h(z). (8)

For the multiplicative inverse in finite field GF(24), it is actually to construct a quantum
circuit that maps any element a ∈ GF(24) to its inverse a–1, i.e. σ (a) = a–1. Obviously, the
mapping σ is a bijection, so it can be regarded as a 4-qubit reversible logic function. Al-
though all 4-qubit logic functions cannot been synthesized with existing logic synthesis
methods [9, 22], we can fortunately synthesize the quantum circuit for the multiplicative
inverse mapping σ for some specific irreducible polynomial h(z).

Next, we discuss whether the arithmetic in GF(24) need to be transformed into the com-
posite field GF((22)2), so as to further optimize the quantum circuits to be constructed?
In fact, for a given invertible matrix over GF(2), we can effectively construct its quan-
tum circuit with CNOT gates, so the quantum circuit of square operation in GF(24) can
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be easily constructed by using formula (4). Because the quantum circuit that synthesizes
multiplicative inverse in GF((22)2) has to use additional auxiliary qubits compared with in
GF(24), we don’t have to convert the arithmetic to GF((22)2) to construct it. However, it is
not immediately obvious whether the quantum circuit of multiplication in GF(24) through
arithemetic in GF((22)2) can reduce the use of quantum resources, we discuss this next.

3.3 Multiplication over GF((22)2)
Let p(w) = w2 + w + η be an irreducible polynomial over GF(22) and let W be a root of
p(w), where η ∈ GF(22), then for two elements s = s1W + s0, t = t1W + t0 ∈ GF((22)2), we
may compute the product s × t as follows:

s × t = (s1W + s0)(t1W + t0)

= s1t1W 2 + s1t0W + s0t1W + s0t0

= s1t1W + s1t1η + s1t0W + s0t1W + s0t0

= (s1t1 + s1t0 + s0t1)W + (s1t1η + s0t0)

=
(
s0t0 + (s1 + s0)(t1 + t0)

)
W + (s1t1η + s0t0).

(9)

Formula (9) requires us to do multiplication in finite field GF(22). There is only one ir-
reducible polynomial q(v) = v2 + v + 1 over GF(2). Let V be a root of q(v), then for two
elements i = i1V + i0, j = j1V + j0 ∈ GF(22), we have

i × j =
(
i0j0 + (i1 + i0)(j1 + j0)

)
V + (i1j1 + i0j0). (10)

3.4 Change of basis representations
Before constructing the quantum circuits, we need to discuss the isomorphic mappings of
basis transformations. Let φ be the isomorphic mapping from the finite field GF(28) to the
composite field GF((24)2), that is, φ : GF(28) �−→ GF((24)2), then its inverse mapping φ–1

is the isomorphic mapping from the composite field GF((24)2) to the finite field GF(28).
Using the fact that GF(28) contains a subfield isomorphic to GF((24)2) as well as a subfield
isomorphic to GF(24), we may represent both Y and Z as elements in GF(28). Then, the
basis change mapping φ–1 can be computed as follows:

φ–1 =
[
1, Z, Z2, Z3, Y , YZ, YZ2, YZ3]. (11)

Using the fact that (φ–1)–1 = φ, the isomorphic mapping φ can be computed. Similarly, the
isomorphic mapping ψ–1 from the composite field GF((22)2) to the finite field GF(24) can
be computed as follows:

ψ–1 = [1, V , W , VW ]. (12)

And the isomorphic mapping ψ from GF(24) to GF((22)2) can be computed by using the
fact that ψ = (ψ–1)–1.
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Figure 2 The quantum circuit of square over GF(24)

4 Quantum circuits
The quantum circuits are mainly implemented by Python language and qiskit software
package developed by IBM Corporation. We specify f (x) = x8 + x4 + x3 + x + 1 because it
is also used in the algebraic expression of the S-box of AES cryptographic algorithm and
h(z) = z4 +z +1 because less quantum resources are used to synthesize the quantum circuit
of multiplicative inverse in GF(24) by using the bidirectional synthesis method [22]. Of
course, our implementation methods are also applicable for other irreducible polynomials.

4.1 Quantum circuit of square over GF(24)
After h(z) = z4 + z + 1 is specified, the value of S in formula (4) can be computed as

S =

⎛

⎜
⎜
⎜
⎝

1 0 1 0
0 0 1 0
0 1 0 1
0 0 0 1

⎞

⎟
⎟
⎟
⎠

(13)

The quantum circuit of S can be synthesised by using Gaussian elimination method as
Fig. 2.

4.2 Quantum circuit of multiplication over GF(24)
The value of QT can be computed by using formula (8) as

QT =

⎛

⎜
⎜
⎜
⎝

1 0 0
1 1 0
0 1 1
0 0 1

⎞

⎟
⎟
⎟
⎠

(14)

The quantum circuit of multiplication over GF(24) can be synthesised with formula (5) as
Fig. 3. As we discussed in Sect. 3.3, the quantum circuit of multiplication in GF(24) can
also be synthesised by using the operations in the composite field GF((22)2). Here, we first
calculate the isomorphic mappings ψ and ψ–1 between finite field GF(24) and composite
field GF((22)2). There are 2 irreducible polynomials in the form of p(w) = w2 + w + η in
GF((22)2) and each polynomial has 2 roots and the irreducible polynomial q(v) = v2 + v + 1
has 2 roots. Therefore, there are 8 pairs of isomorphic mappings ψ and ψ–1. In order to
minimize the use of quantum gates in realizing the isomorphic mappings, we select the
pair with the least number of elements “1”. By doing so, we can get η = V and

ψ–1 =

⎛

⎜
⎜
⎜
⎝

1 1 1 0
0 1 0 0
0 1 1 0
0 0 0 1

⎞

⎟
⎟
⎟
⎠

ψ =

⎛

⎜
⎜
⎜
⎝

1 0 1 0
0 1 0 0
0 1 1 0
0 0 0 1

⎞

⎟
⎟
⎟
⎠

. (15)
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Figure 3 The quantum circuit of multiplication over GF(24)

Figure 4 Quantum circuits of isomorphic mappings between GF(24) and GF((22)2)

Figure 5 The quantum circuit of multiplication over GF(22)

Then the quantum circuit of isomorphic mapping ψ–1 can be synthesised as Fig. 4(a) and
ψ as Fig. 4(b).

According to Eq. (10), the quantum circuit of multiplication over GF(22) can be synthe-
sised as Fig. 5. If the initial quantum state on wire k0 is not |0〉 before executing the quan-
tum circuit, we have to change the second quantum gate CNOT(k0; k1) to Toffoli(i0, j0; k1).

Then, we can synthesis the quantum circuit of multiplication over GF(24) according to
Eq. (9) and the isomorphic mappings between GF(24) and GF((22)2) as Fig. 6.

Both Fig. 3 and Fig. 6 implement the quantum circuits of multiplication over GF(24), but
they use different quantum resources. We analyze the quantum resources by comparing
the number of CNOT gates, the number of Toffoli gates and quantum cost used in the two
methods as shown in Table 1. As can be seen from Table 1, the quantum circuit in Fig. 6
uses more CNOT gates and more quantum cost than those in Fig. 3, but less Toffoli gates
than that in Fig. 3. However, a circuit consisting of CNOT gates and one-qubit gates which
implements the 3-qubit Toffoli gate without ancillae requires at least 6 CNOT gates [18].
According to this metric, the quantum circuit in Fig. 6 use less quantum resources than
the quantum circuit in Fig. 3
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Figure 6 The quantum circuit of multiplication over GF(24) using arithmetic in GF((22)2)

Table 1 The quantum resources for quantum circuits of multiplication over GF(24)

Schemes Qubits Toffoli gates CNOT gates Quantum cost Depth

Fig. 3 12 16 3 83 15
Fig. 6 12 10 37 87 18

Figure 7 The quantum circuit of multiplicative inverse over GF(24)

4.3 Quantum circuit of multiplicative inverse over GF(24)
After h(z) = z4 + z + 1 is specified, we can express the mapping σ that maps any element
a ∈ GF(24) to its inverse as the permutation as (2, 9)(3, 14)(4, 13)(5, 11)(6, 7)(8, 15)(10, 12).
Obviously, this is an odd permutation consisting of 7 transpositions. But the NOT gates,
CNOT gates and Toffoli gates in the 4-qubit circuit are all even permutations, which
means that the 4-qubit quantum circuit synthesized only by using the logic gates in the
NCT library cannot realize the multiplicative inverse over GF(24). Our strategy is to add
an auxiliary qubit and synthesize an odd permutation first. Here we first use two Toffoli
gates to synthesize the permutation (14, 15) with the help of auxiliary qubits, and then use
the bidirectional synthesis algorithm in Ref. [22] to realize the quantum circuit of multi-
plicative inverse over GF(24) as shown in Fig. 7.

4.4 Quantum circuits of the isomorphic mappings φ and φ–1

There are 8 irreducible polynomials in the form of g(y) = y2 + y + λ in GF((24)2) and each
polynomial has 2 roots and the irreducible polynomial h(z) = z4 + z + 1 has 4 roots. There-
fore, there are 64 pairs of isomorphic mappings φ and φ–1. In order to minimize the use
of quantum gates in realizing the isomorphic mappings, we select the pair with the least
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Figure 8 Quantum circuits of isomorphic mappings between GF(28) and GF((24)2)

number of elements “1”. By doing so, we can get λ = Z3 + Z2 and

φ–1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

1 0 1 0 0 1 0 0
0 0 0 0 1 0 0 1
0 0 1 0 0 1 0 0
0 0 1 0 0 0 0 0
0 0 1 1 0 0 1 0
0 1 0 1 0 1 0 0
0 1 1 0 1 1 0 0
0 1 0 1 0 1 0 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

φ =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

1 0 1 0 0 0 0 0
0 1 1 0 0 1 1 1
0 0 0 1 0 0 0 0
0 1 0 1 0 0 1 1
0 1 0 0 0 1 0 1
0 0 1 1 0 0 0 0
0 1 0 0 1 0 1 1
0 0 0 0 0 1 0 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

(16)

then the quantum circuit of isomorphic mapping φ–1 can be synthesised as Fig. 8(a) and
φ as Fig. 8(b).

After λ = Z3 + Z2 is determined, for any a ∈ GF(24), calculating the value of λ · a is
equivalent to calculating the value of the matrix λ multiplied by a, where the matrix

λ =

⎛

⎜
⎜
⎜
⎝

0 1 1 0
0 1 0 1
1 0 1 0
1 1 0 1

⎞

⎟
⎟
⎟
⎠

. (17)

The quantum circuit of the matrix λ can be synthesised as Fig. 9.

4.5 Quantum circuit of multiplicative inverse over GF(28)
For the convenience of description, denote S as the quantum circuit for realizing the
square over GF(24) in Fig. 2. In the quantum circuit of multiplication over GF(24) in Fig. 3,
denote the two multipliers as two solid circles and the result as M. Denote the symbol I as
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Figure 9 The quantum circuit of the matrix λ

Figure 10 The logic diagram of the quantum circuit for multiplicative inverse over GF(28)

Table 2 The quantum resources for quantum circuits of multiplicative inverse over GF(28)

Schemes Qubits Toffoli gates CNOT gates Quantum cost Depth

Appendix A 21 55 107 382 95
Appendix B 21 37 209 394 103

the multiplicative inverse in Fig. 7. The quantum circuits in Fig. 8(a) and Fig. 8(b) for re-
alizing isomorphic mappings are denoted as φ–1 and φ respectively. The quantum circuit
in Fig. 9 is denoted as λ. In addition, in order to use as few auxiliary qubits as possible,
we need to restore some registers. At this time, we only need to add the original quantum
circuit in reverse order. The inverse quantum circuit in Fig. 2 is recorded as S–1 and the
inverse circuit in Fig. 9 is recorded as λ–1. According to Eq. (2), the logic diagram of the
quantum circuit for multiplicative inverse over GF(28) can be obtained as shown in Fig. 10
and the specific quantum circuit diagrams are shown in the appendixes.

In this diagram, a, b, c and d are all 4-qubit registers, and e is a 5-qubit register. Except
that the multiplicative inverse over GF(24) needs to use the 5th qubit of register e, other
operations only use the first 4 qubits. During initialization, the value of register a is the
lower 4 qubits of the input, b is the upper 4 qubits of the input, and the value of each qubit
of c, d, and e is |0〉. After the operation of this circuit diagram, register c is the lower 4
qubits of the output, and d is the upper 4 qubits of the output. The quantum circuit in
Fig. 10, which is verified by the Aer simulator of the IBM quantum platform, is completely
correct. If we want to use fewer Toffoli gates, the quantum circuit of the multiplication over
GF(24) in Appendix A can be replaced with Fig. 6, see Appendix B for the specific quantum
circuit. We can analyze the quantum resources used by them as shown in Table 2.

4.6 Quantum circuit of S-box of AES cryptographic algorithm
As an example of the application of quantum circuit for GF(28) multiplicative inverse, we
will apply them to the implementations of quantum circuit of the S-box of AES crypto-
graphic algorithm. The S-box function of an input α is defined as

Sbox(a) = A
(
α–1) = Fα–1 ⊕ ν, (18)
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Figure 11 The quantum circuit of the affine transformation A

Figure 12 The logic diagram of the quantum circuit for S-box of AES cryptographic algorithm

where α–1 is the multiplicative inverse in GF(28) with the irreducible polynomial f (x) =
x8 + x4 + x3 + x + 1, ν is the column vector over GF(2), that is, ν = (0, 1, 1, 0, 0, 0, 1, 1)T , and

F =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1
1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

. (19)

Then the quantum circuit of the affine transformation A can be synthesised as Fig. 11.
After the quantum circuit of the affine transformation A is realized, we only need to add

it to the output of the inverse quantum circuit in Fig. 10 to synthesize the quantum circuit
of the S-box. We denote the quantum circuit of the affine transformation A in Fig. 11 as A
for the convenience of description, the logic diagram of the quantum circuit for S-box of
AES cryptographic algorithm as shown in Fig. 12.

When synthesizing the quantum circuit of S-box, if the value of F · φ–1 is calculated
first and then their calculation results are synthesized, the quantum circuit will use fewer
CNOT gates than by synthesizing the two matrices respectively. Therefore, this strategy
is adopted in our specific implementation scheme. The quantum circuit in Appendix A is
used as the multiplicative inverse over GF(28) to realize the specific quantum circuit of the
S-box of AES, see Appendix C, and the quantum circuit in Appendix B as the multiplicative
inverse to realize the specific quantum circuit of the S-box of AES, see Appendix D. Next,
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Table 3 The quantum resources for quantum circuits of S-box of AES cryptographic algorithm

Schemes Qubits Toffoli gates CNOT gates NOT gates Quantum cost

Ref. [1] 56 448 494 4 2738
Ref. [8] 32 55 314 4 593
Ref. [23] 26 46 304 4 538
Appendix C 21 55 131 4 410
Appendix D 21 37 233 4 422

we compare the quantum resources used by our works and the existing quantum circuits
that implement the S-box of the AES cryptographic algorithm, as shown in Table 3.

As can be seen from Table 3, 4 NOT gates need to be used in all the quantum circuits to
realize the S-box of AES. We only need 21 qubits in both the two schemes, which is less
than the existing schemes. The quantum circuit in Appendix C uses the lowest CNOT
gates and quantum cost among the existing schemes. The Toffoli gates used in the quan-
tum circuit in Appendix D is the lowest among the existing schemes. It uses only slightly
more quantum cost than the quantum circuit in Appendix C, and less than other existing
schemes.

5 Discussion and conclusion
Among the basic arithmetic operations over finite fields, the computation of multiplica-
tive inverse is the most time consuming operation. In this paper, we mainly discuss the
synthesis of quantum circuits for multiplicative inverse over GF(28). We first convert the
multiplicative inverse operation in GF(28) to arithmetic operations in the composite field
GF((24)2), and then discuss the expressions of the square calculation, the inversion cal-
culation and the multiplication calculation separately in the finite field GF(24), where the
expressions of multiplication calculation in GF(24) are given directly in GF(24) and given
through being transformed into the composite field GF((22)2). Then the quantum circuits
of these calculations are realized one by one. Finally, two quantum circuits for multiplica-
tive inverse over GF(28) are synthesized. They both use 21 qubits, the first quantum circuit
uses 55 Toffoli gates and 107 CNOT gates and the second one uses 37 Toffoli gates and
209 CNOT gates. As an example of the application of multiplication inverse, we apply
these quantum circuits to the implementations of the S-box quantum circuit of the AES
cryptographic algorithm. Two quantum circuits for implementing the S-box of the AES
cryptographic algorithm are presented. The first quantum circuit uses 21 qubits, 55 Tof-
foli gates, 131 CNOT gates and 4 NOT gates and the second one uses 21 qubits, 37 Toffoli
gates, 233 CNOT gates and 4 NOT gates. Through the evaluation of quantum cost, the
two quantum circuits of the S-box of AES cryptographic algorithm use less quantum re-
sources than the existing schemes.

The work that can be done next: on one hand, the optimization of the implementation
method of the linear transformation quantum circuit represented by a matrix, we use the
Gaussian elimination method in this paper to achieve it, and whether there are other better
methods is worth discussing. On the other hand, whether the normal basis representation
can reduce the use of quantum resources? In this paper, all the elements in finite fields are
represented by polynomial basis. The normal basis representation can indeed optimize the
classical circuit of S-box [4], and it is also worth investigating whether this representation
can optimize quantum circuit of S-box.
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Appendix A: The quantum circuit of multiplicative inverse over GF(28) where
multiplication in GF(24) realized by using Fig. 3
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Appendix B: The quantum circuit of multiplicative inverse over GF(28) where
multiplication in GF(24) realized by using Fig. 6
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Appendix C: The quantum circuit of the S-box of AES cryptographic algorithm
where multiplicative inverse over GF(28) realized by using
Appendix A
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Appendix D: The quantum circuit of the S-box of AES cryptographic algorithm
where multiplicative inverse over GF(28) realized by using
Appendix B
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