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Abstract

In photonic computing, the quantum systems consist of coherent states and
squeezed coherent states. Common quantum gates found in these systems are:
phase shift, displacement, and squeezing gates. These gates are all unitary and
reversible. Outside of quantum systems, coherent states also plays a significant role in
coherent optical communications with speeds of hundreds of gigabits per second.
Secure optical communications is generally implemented at the data layer with
classical symmetric encryption such as Advanced Standard Encryption or AES. This
inevitably allows any wiretapping to capture the transmitted data either in the
plaintext mode or in the encrypted ciphertext mode in the optical infrastructure. The
recent and rapid developments in Quantum computing further lift up the need for
guantum secure communications in the optical infrastructure. This paper proposes a
novel quantum encryption in the coherent optical domain utilizing a displacement
operator and implementing with IQ-MZM optical modules, called Quantum
Encryption in Phase Space or QEPS. The communication peers share a secret used to
seed cryptographic pseudo random number generators to produce a synchronized
random number at both the transmitter and receiver. The synchronized random
numbers are used to establish displacement operators to encrypt the coherent states
at the transmission and decrypt the cipher coherent states at the receiver. Therefore,
malicious parties tapping along the fibre line would not extract the message in transit
from optical domain due to a high Bit Error Rate or BER. The optimal displacement
operator is split into a standard 16-QAM and a random phase shift operator to
enhance the transmission security. We analysis the transmission security with the
wiretap channel model for semantic security. We have simulated the QEPS encryption
and decryption for two data modulation schemes: QPSK and 16-QAM over 80 km for
transmission speeds of 56 Gbps for QPSK and 112 Gbps for 16-QAM.

Keywords: Coherent State; Quantum Encryption; Quantum Decryption; Symmetric
encryption; QKD; Symmetric cryptography; QPP; Quantum Communication;
Quadrature Amplitude Modulation or QAM; QPSK; IQ-MZM; Displacement Operator;
Phase Shift Operator; Coherent Detection; Digital Signal Processing or DSP

1 Introduction

Cryptography can be simply classified into two categories: symmetric and asymmetric.
Symmetric cryptography requires a pre-shared key used to encrypt plaintexts and decrypt
ciphertexts. The most well-known symmetric encryption algorithm currently used to se-
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cure data is Advanced Encryption Standard or AES [1]. AES encryption supports three dif-
ferent key sizes: 128 bits, 192 bits, and 256 bits. For security against the threat of quantum
computers, the National Institute of Standards and Technology or NIST currently recom-
mends the use of a 256-bit truely random key for AES encryption against the quantum
brute search algorithm proposed by Grover in 1996 [2]. Another well-known symmetric
encryption is One-Time-Pad or OTP which has been proven to have perfect secrecy by
Shannon in 1948 [3]. However, some restraint to OTP is that it requires the exact same
key length as the plaintext length and that the key can only be used once. A new symmet-
ric encryption algorithm has been proposed by Kuang and Bettenburg in 2020 [4], using
Quantum Permutation Pad or QPP expressed in terms of permutation matrices. QPP can
be considered as an extension of OTP for quantum computing. In 2022, Kuang and Bar-
beau proposed to build a universal cryptography using QPP [5]. A trial implementation of
QPP inside IBM’s quantum computer was recently reported by Kuang and Perepechaenko
in 2022 [6-8].

Asymmetric cryptography, commonly known as public key cryptography, is used to es-
tablish a shared key or session key between communication peers to securely encrypt their
communications. The most well-known public key algorithms is RSA [9, 10], which is
based on the difficulty of the prime factorization problem, Diffie-Hellman or DH [11],
which is based on the difficulty of the discrete logarithm problem, elliptic-curve cryptog-
raphy [12], which is used for key establishment, and elliptic-curve digital signature algo-
rithms or ECDSA [13]. These public key algorithms form the foundation of the Public Key
Infrastructure or PKI for today’s information security.

In 1994, Shor proposed a novel algorithm based on quantum mechanics [14], using
quantum bits or qubits. Based on the Shor’s algorithm, the NP-hard problems: the prime
factorization and discrete logarithm, are no longer NP-hard but polynomial time com-
plexity. In November of 2017, NIST began its standardization process for Post-Quantum
Cryptography or PQC and has since completed its third round finalists with lattice-based
algorithms called Kyber [15], Saber [16], and NTRU [17] and with code-based Classic
McEliece [18] for Key Encapsulation Mechanism (KEM). NIST announced Kyber as its
selection for KEM and its fourth round candidates in July 2022. Recently, some of the
NIST candidate algorithms in Round 3 and Round 4 have been reported to be vulnerable.
SIDH [19] and its instantiation SIKE [20] by Robert in 2022 [21] and later more efficient
secret recovery by Castryck and Decru in 2022 [22], achieving secret recovery for NIST
security level V in less than 2 hours with a laptop. The second major break was by Beul-
lens in early 2022 where he found a new key recovery attacks against Rainbow’s digital
signature based on the multivariate public key cryptosystem. With just a laptop, Beullens
was able to return the secret key over a weekend [23]. Finally, a new cryptoanalysis was
recently proposed by Wenger et al. in 2022 [24], using Machine Learning or ML for secret
recovery. They have shown that their ML model is able to completely recover the secrets
for small to medium lattice dimensions up to n = 128. They are working on further im-
provements to increase its capability for full-scale industry specification. It may still take
unknown efforts to achieve this goal, however, this advancement has already opened a new
era of cryptoanalysis with ML, especially combining ML with quantum computing.

On the other hand, Kuang, Perepechaenko, and Barbeau in 2022 proposed a novel
PQC algorithm called Multivariate Polynomial Public Key (MPPK) encapsulation [25, 26],
based on the NP-complete problem of the modular Diophantine Equation Problem.
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MPPK offers smaller key and ciphertext sizes with specific inclusion of noise variables
to enable it to randomize encryption for the property of IND-CPA. More interestingly,
the same authors proposed a new digital signature scheme called MPPK DS in 2022 [27].
MPPK KEM and DS intended to utilize the NP-complete problem for achieving quantum
safe objectives.

With quantum system such as photons to implement public key cryptography, Bennett
and Brassard in 1984 proposed a novel mechanism by leveraging the physical uncertainty
principle of quantum systems, later called as BB84 QKD [28]. Their paper titled “Quantum
cryptography: Public key distribution and coin tossing” Indeed, BB84 can be considered
as a quantum implementation of Diffie-Hellman (DH) type key exchange protocol. The
public key in the DH key exchange is the prime number p. One user called Alice chooses
a random secret a to evaluate A = p” to be sent to Bob, the other user called Bob also
chooses a random number b to evaluate B = p” to be sent to Alice. Then, a shared secret
s = APmodp = B*modp = p modp can be established. In BB84 QKD, photons behave
like the public key, Alice, the transmitter, randomly chooses her secret encoding basis and
secret bit to quantum mechanically encode into the photon and then sends this photon
to Bob. Bob then needs to randomly choose a measurement basis to measure the photon
and record the measurement. If Bob chooses the same basis as Alice’s encoding basis,
quantum mechanics states that Bob reveals the right secret encoded by Alice. However,
instead of sending another photon back to Alice, Bob makes an announcement regarding
the measuring basis, which can be considered as sending p” in the DH protocol to Alice.
In the ideal case, both Alice and Bob can then establish the shared secret through this
method, however, the practical implementation still requires post-processing to correct
errors to complete the process of key establishment. This may be the reason why Bennett
and Brassard called their protocol as “Quantum cryptography: Public key distribution”

QKD has been proven to offer information theoretical secure key distribution by Ren-
ner, Gisin,and Kraus in 2005 [29], if implemented properly. Over the past three decades,
vast amounts of research and implementations have been reported on QKD. Furthermore,
many implementation variants of QKD have been reported such as: discrete variable QKD
with single photons or DV-QKD [30, 31], continuous variable QKD with quadratures of
coherent states or CV-QKD [32-34], and twin-field QKD overcoming the distance limita-
tion or TF-QKD [35-41]. TE-QKD proposed by Lucamarini et al. [35] is a fantastic idea to
achieve secret sharing quantum mechanically, even more closely mimicking the quantum
implementation of DH protocol, with both Alice and Bob perform the same quantum en-
coding. Figure 1 illustrates the essential protocol directly from [35]. TF-QKD turns a two-
party protocol of BB84 QKD into a three-party protocol with an untrusted Charlie party
in-between the two communicators. Please refer to the original paper by Lucamarini et al.
[35] for a detail description. Here, we will briefly summarize the key points of TF-QKD:

1. Alice and Bob have identical roles in the protocol, very unique compared to the DH
scheme;

2. In addition to code phases as standard BB84 QKD with phase encoding, TF-QKD
also introduces randomized global phases, equally sliced in the range [0, 27) into M
slices, where M = 16 was found to be the optimal parameter;

3. Phase modulators at both Alice and Bob are used to modulate the total phase shifts

which includes the random global phase, basis bit and secret key bit phases; then
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Figure 1 lllustration of TF-QKD scheme. CW is a continuous wave laser; p; and py, are the global randomized
phase; y, and y,, are the modulated phase encoding; L is the length of the fiber; Dy and Dy are the detectors

both the modulated coherent states of Alice and Bob are transmitted over an
identical quantum channels independently to Charlie at the middle;

4. Charlie combines the two coherent states through his beam combiner causing
interference and detects the optical signal at Dy and D;; Charlie then publicly
announces the single detection click events at Dy and D;, while ignoring double
clicks;

5. Alice and Bob record the single clicks and then announce their random global
phase slices and basis chosen. At the end, they form the raw secret;

6. Finally, they apply post processing to establish the shared secret.

The global randomized phases modulated onto the coherent states plays a unique role
in the security of the scheme as it can also be considered as a quantum encryption with
quantum phase shifting operators G(¢): G(¢)|a) = |¢®a) with |a) = [ré®) denoting the
coherent state with intensity 7> and phase ¢,. We also know the phase shifting operator is
unitary and reversible: G(¢)G(¢) = 1.

In general, TF-QKD is not only applicable for long distance, capable of overcoming the
distance limitation of traditional QKD, but it is also suitable for short distance. In addi-
tion to the public announcement of measuring bases in BB84 QKD, TF-QKD also publicly
announces the randomized global phases in order to obtain the raw secret string. There-
fore, to improve security by removing the public announcements for measuring bases
and global phases, a shared secrets between Alice and Bob is required. A straightforward
method to solve this shared secret step is to turn TF-QKD into a virtual three-party pro-
tocol:

1. Bob — Bob Tx;

2. Alice — Bob Rx;

3. Charlie — Alice.

This virtual three party protocol creates a new variant of TF-QKD through a round trip
configuration called Quantum Public Key Envelope or QPKE by Kuang and Bettenburg
in 2020 [42]. Due to the nature of the round trip scheme, the self-shared random number
generator RNG can apply a random global phases per coherent pulse without the need for
public announcements. This QPKE scheme can also work at higher intensities because
Bob randomly encrypts the transmitted coherent states, and when it reaches Alice, she
can modulate her secret using any standard Phase Shifting Keying (PSK) format, such as
QPSK. Once the optical signal returns to Bob Rx, the decryption can be applied using
the same phase shifting operator, however, with the opposite self-shared phase. Then co-
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Figure 2 lllustration of TF-QKD scheme from [46]

herent detection can be performed to extract the secret that Alice modulated. A variety
of simulations have been reported recently [43—45]. The first experimental implementa-
tion was reported by Shahriar et al. in 2022 as shown in Fig. 2 [46] with key rates of 200
Gbps over 80 km. This variant of TF-QKD can also be called Coherent-based Two-field
QKD because it uses two coherent state sources: signal and local oscillator or LO, unlike
the twin fields in conventional TF-QKD. Since then, the name has changed to Quantum
Encryption in Phase Space or QEPS, considering its encryption and decryption in the
quantum/optical domain i.e. phase space with phase shift gates implemented using phase
modulator. However, QEPS with the phase shift gate encryption only works for data mod-
ulation schemes that use PSK schemes. It has been determined and verified theoretically
that for quadrature amplitude modulation or QAM schemes, there is a small amplitude
information leakage which would provide some information to a malicious party.

In this paper, we further generalize the encryption with the displacement operator,
D(B), for coherent states. This generalization, called Quantum Encryption in Phase Space
with displacement operator or QEPS-d, would be naturally applied to encrypt coherent
states for coherent optical communications either with a symmetric or with a asymmetric
scheme. Section QEPS with Displacement Operator introduces the definition of displace-
ment operator used for coherent state encryption and decryption and simulates the en-
cryption and decryption with a displacement operator. Section Security Analysis discusses
the security analysis using the wiretap channel model.

2 QEPS with displacement operator

In this section, we will first describe coherent states and the displacement operator with
their definitions and characteristics, then discuss how to implement the displacement op-
erator with IQ-MZM Modulation. Finally, at the end of this section we will describe the
mechanism of QEPS-d as well as its implementation over today’s coherent optical net-

works.

2.1 Coherent states and displacement operator

Coherent state refers to the specific quantum state of the Quantum Harmonic Oscillator or
QHS. In 1963, Glauber extended the concept of the traditional coherence in optics [47].
Here, we will briefly introduce the concise definition of the coherent state using Dirac

notation as follows,

la) = D(a)|0), 1)
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where |0) refers to the vacuum state and D(c) is the displacement operator. That means,
b(a) displaces the vacuum state to a coherent state |a) = |re/®), with the amplitude r = ||
and the phase shift ¢. The coherent state can be also written in a complex modulation
form o = x; + jxg with x; as its in-phase component and x, as its quadrature component.
This complex modulation form is often used in coherent optical communications.

A coherent state has a specific expression with the annihilation operator 4, operating
on a Fock state |n): a|n) = n|ln — 1) or on a coherent state a|a) = a|a), and the creation
operator a', operating on a Fock state |n): a@'|n) = n|n + 1). The concise definition of the
coherent state using annihilation operators is as follows,

o) = &' ="4)). ()
It is clearly seen from Eq. (1) and Eq. (2) that the displacement operator is defined as

Do) = e -2, 3)
From the definition of the displacement operator D(er), we can directly see

f)’r(a) _ [eaaux*a]f _ ea*[z—otif :D—l(a) :f)(—a) (4)
this demonstrates that the displacement operator is an unitary reversible operator

D(a)Di (@) = 1. If we apply the displacement operator D(a) to a coherent state | 8) together
with Eq. (3), we have

D(@)|B) = D(@)D(B)|0) = 2" ~="F D(a + B)|0), ()
where we can obtain,
D@D(p) = 2 ~'PD(a + p) = ¢ Dl + B), (6)

where 8,4 = %(aﬂ* —a*B) is the global phase associated with the coherent states |«) and
|8). Using the same operations as Eq. (6), but with a displacement operator 13(,3) operating
on a coherent state ), we can obtain similar results,

D(B)D(@) = e2 P B D P (o + B) = e D(a + B). @)

Therefore, it is clearly seen from Eq. (6) and Eq. (7) that two different displacement op-
erators are not commutable. Although there is a global phase factor e*# appearing in
ﬁ(a)f)(ﬂ) and e appearing in b(ﬁ)b(a), this extra global phase will not impact the
actual amplitude and phase measurements of the resultant coherent state |o + 8). Based
on the actual impact on measurement, we will introduce a variant of the commutable dis-

placement operator d(c) by excluding the extra global phase factor as follows,

d@)|B) =d(B)la) = la + B);
d(@)d(B) = d(B)d(e) = d(a + B).
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Figure 3 lllustration of displacement operator d(@) as ly) = d(@)IB) = |a + B)
well as the phase shift operator d(o = |ﬂ\ef¢), operating
on a coherent state | )

A<~

&'(a)\:.

We illustrate the displacement operator in Fig. 3. It is easily seen that a displacement op-
eration of gl(oz) on a coherent state |B) is equivalent to performing an addition of two
complex vectors o and B in the phase space, when ignoring the global phase factor §,g.
Shown in yellow is also the phase shift operator operating on the coherent state |8). This
case demonstrates that the phase shift operator is just a special case of the displacement
operator d(a = |8|e/®) without changing the amplitude of |8).

Equation (8) also demonstrates that a displacement operator d(e) can be split into two
or more sub-displacement operators: El(a) = ;i(otl);i(otz) if @ = a1 + 9. This feature bene-
fits our implementation of randomly chosen displacement operators by splitting it into a
standard QAM for Zi(al) as seen in the next section and a random phase operator Zi(az)
[42].

However, it should be noticed that once the a displacement operator d(a) is specifically
used as phase shift operator ¢(¢), the operation order does indeed matter because dis-
placement operator d(e) is generally not commutable with a phase shift operator ¢(¢) or
so-called uncertainty principle Ei(oz)(ﬁ(gb)lﬁ) # ¢(¢)2Z(a)|,3). This uncertainty relationship
becomes the base of the proposed QEPS encryption mechanism. It requires the attacker to
accurately know the encryption operators used at the transmission end. If not, any attempt
decryption actually becomes a new encryption to the coherent state |8).

Finally, in the QEPS-d subsection displacement operators will be shown to be capable
of being performed in different orders, even possible in different domains such as coher-
ent optical domain for both encryption and decryption or coherent optical domain for

encryption and then in the electrical domain for decryption after coherent detection.

2.2 Displacement operator, IQ-MZM modulator and coherent detection

For coherent optical communications, the transmission side mainly consists of a laser
diode or LD, emitting coherent pulses, a Data to Analogue Converter or DAC (also called
Arbitrary Waveform Generator or AWG), and a In-phase/Quadrature Mach-Zehnder
Modulators or IQ-MZM used to modulate data in both amplitude and phase of a coherent
state or called Quadrature Amplitude Modulation (QAM). Figure 4 illustrates how digital
data is modulated onto the coherent optical signal or coherent state with an IQ-MZM. For
QAM modulation, the most common modulation schemes are 16-QAM for 4-bits of data,
32-QAM for 5-bits of data, 64-QAM for 6-bits of data, and so on. Each coherent state or
signal pulse represents 4, 5, and 6 bits in 16-QAM, 32-QAM, and 64-QAM, respectively.
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Figure 4 Illustration of the process to modulate data b with IQ-MZM into a coherent state | 8)
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Figure 5 lllustration of data b mapping to QAM modulations with QPSK and 16-QAM. On the one hand, each
constellation point is expressed with I-component and Q-component of the modulated coherent state in the
phase space. On the other hand, each constellation point represents a coherent state associated with a bit
string. For QPSK, the constellation points represents 00, 01, 10, 11. For 16-QAM, the constellation points
represents a 4-bit string

Based on the selected M-QAM, the data stream would be segmented into log, M bit seg-
ments. Each data segment b is first converted into voltages through a AWG where two
outputs are given based on the complex modulation form of data b. One output, u;(£),
is supplied to the IQ-MZM’s I input arm and the other output, u4(t), is supplied to 1Q-
MZM’s Q input arm. Once the laser source LD emits a coherent pulse and passes through
the IQ-MZM, the output pulse, |8), represents data, b, as shown in Fig. 4. By consider-
ing the initial coherent pulse emitted from LD as |0), the IQ-MZM modulation can be
expressed in terms of quantum mechanics: |8) = ;z’(ﬁ)IO).

Figure 5 demonstrates the relationship between the binary data element b and the 1/Q
quadrature representation for coherent states. This figure displays two different constel-
lations: QPSK with 4 constellation points and 16-QAM with 16 constellation points.

Coherent detection has been well-established during the past decades and can be gen-
eralized into two methods: homodyne detection and heterodyne detection. The main dif-
ference is that homodyne detection uses the exact same frequency for both the signal
laser and local oscillator, while heterodyne detection uses a different frequency for the
local oscillator compared to the signal laser. Figure 6 illustrates a typical coherent detec-
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Figure 6 lllustration of a typical coherent detection scheme to extract transmitted data from coherent signal
states back to binary data stream

tion scheme to extract transmitted data from coherent signal states back to a binary data
stream. LO refers to the local oscillator, coherent state |8) refers to the input modulated
signal, ADC refers to analogue to digital converter, and DSP refers to the digital signal
processing used to compensate and correct all environment causes from the transmission
point to the receiving point. For standard modulation schemes, DSP can correctly com-

pensate the environment factors with a good acceptable Bit-Error-Rate or BER.

2.3 QEPS encryption and decryption with displacement operator
QEPS encryption in the quantum/optical domain can be achieved by using a displacement
operator 21(05) on a coherent state |3)

d@)|B) =1y) = la + B),

where |B) is called the plain coherent state and |y) is called the cipher coherent state.
Furthermore, due to advances in DSP, we can consider the transmission over the fibre
line as ideal; DSP is able to compensate for environment factors such as dispersion, at-
tenuation, etc. In the last subsection, we stated that the data modulation scheme can be a
standard modulation scheme such as Quadrature Phase Shift Keying or QPSK with data
represented by four phases or QAM with data represented by both an amplitude and a
phase. These schemes will be used to validate the feasibility of the QEPS-d encryption
with Displacement Operator. Simulations were performed in Optisystem of the QEPS-d
encryption with El(a) and decryption with cAi(—a). First, we selected a standard QAM mod-
ulation for the purpose of illustrating the concept. We will use QPSK and 16-QAM for the
modulation formats for data or |8) modulation and 16-QAM for the QEPS-d encryption
and decryption format.

Figure 8 illustrates the simulation with a back-2-back or B2B and a 80 km long fiber
configurations with eight detection constellation diagrams. The simulation parameters
are listed in Table 1 and simulation layout is illustrated in Fig. 7.

QEPS-d was simulated with two data modulations denoted as coherent state, |3), im-
plemented with modulation formats QPSK and 16-QAM, while the encryption, d(), was
implemented with 16-QAM. The classical encryption key is used to seed a random num-
ber generator. The generated pseudo random numbers are then used to drive the voltages
u;(t) and ug(t) of IQ-MZM. Therefore, the shared secret at both the transmitter and re-
ceiver would produce the same pseudo random numbers for the displacement operator
Zl(a) at the transmitter and 21(—05) at the receiver.
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Table 1 QEPS-d simulation parameters

Layout Parameter Sequence length 65,536 bits
Baudrate 28 Gbaud
PM period 1024

CW Laser and LO Laser Center wavelength 1550 nm
Power 5dBm
Linewidth 0.1 MHz
Azimuth 045 degree

IQ Modulator Extinction ratio 20dB
Switching bias 3V
Insertion loss 5dB

EDFA Forward pump power 13-14 mW
Forward pump wavelength 980 nm
Loss at 1550 nm 0.1dB/m
Loss at 980 nm 0.15dB/m

Optical Fiber Length (1 spool) 80 km
Attenuation 0.2 dB/km

Dispersion
Dispersion slope

16.75 ps/nm/km
0.075 ps/nm2/km

,,,,,,, |

Encoding!

Differential group delay 0.2 ps/km
Effective area 80 um?
Alice Transmitter Bob Receiver
@ BPF I
Cw 1Q Modulator H«ﬁ—» -
- 80 km N > con Qx Digital
EDFA EDFA oherent QEPS
1| Qx Ly @ Receiver | I, | Decryption
Q— and DSP
. o
Signal Generator

d(a) to be a phase shift operator to be discussed later

Figure 7 QEPS-d simulation layout. This layout contains the QEPS module for the a(a) = (Aj(ou )a(az) with

Figure 8 illustrates the simulations of QEPS-d encryption and decryption for two con-
figurations: back-2-back without fiber or B2B on the left four graphs and 80 km fiber link
between transmitter and receiver on the right four graphs. Figure 8(a) displays the direct
encryption of QPSK modulated coherent states representing a 2-bit data to be encrypted
with d(a), implemented with IQ-MZM and « representing the 4-bit encryption key con-
verted through a DAC to apply 16-QAM. 1t is clearly seen that each QPSK data coherent
state is mapped into 16 points by d(e) with the 16-QAM encryption modulation. That
is why the original QPSK constellation diagram becomes a distorted 64 point QAM con-
stellation. Figure 8(b) is the constellation diagram from the coherent detection after using
QEPS-d decryption d(~c) without DSP processing. It can be seen that the QPSK con-
stellation diagram is restored with a small bit error rate or BER. Figure 8(c) illustrates the
detection with DSP processing directly from Fig. 8(a). It is clear that the original QPSK
modulated data can not be restored. The BER is at 49%, very close to 50%, resulting in
the malicious party being unable to decide whether the bit equal to 0 or 1. Once the DSP



Kuang and Chan EPJ Quantum Technology (2023) 10:26 Page 11 of 19

Amplituds (a.u)

a e

: o i ” | BER=0.48

| e I i i
| fEmw)
E ............ I é ﬁ n ” ;
{$25)

g, g o 00 9 &
Amplitude; @w | Ampliude (au) " Ampiude (au) B At tn

Figure 8 lllustration of a typical QPSK data modulation with 16-QAM QEPS encryption using displacement
operator dl(e) for a back-to-back scheme without fibres. Fig. (a) is a constellation with d() encryption and
then direction coherent detection without decryption using 8(—0{), and Fig. (b) denotes the constellation after
da) decryption from Fig. (a). Fig. (¢) is a constellation diagram applying DSP directly to Fig. (a). Fig. (d) is a
constellation diagram applying DSP directly to Fig. (b). Figs. (A), (B), (C), (D) are the corresponding constellation
diagrams at 80 km, respectively

is applied for the decrypted detection data as shown in Fig. 8(b), the nice clean QPSK
constellation in Fig. 8(d) is restored with 0% BER.

Figure 8 right hand four graphs illustrate the same constellations as in the case of B2B,
but over a 80 km fiber link. Figure 8(A) is the same constellation diagram from Fig. 8(a),
but completely distorted by the physical 80 km fiber. Despite the fiber travel, the pattern is
still visible with a lot of random background noise. The decrypted constellation Fig. 8(B)
is completely different from Fig. 8(b) without any noticeable similarities to the QPSK con-
stellation. Then the DSP compensated constellation Fig. 8(D) restores the QPSK pattern
with a BER 3.5%. The interesting case is the constellation Fig. 8(C) with DSP compensa-
tions directly applied to Fig. 8(A), with a BER 48%. That means, it is impossible to extract
useful transmitted data without performing decryption at the receiving side.

Figure 9 illustrates the constellation diagram for QEPS-d encryption and decryption
using a 16-QAM for data modulation. The encrypted constellations for B2B configu-
ration displays a 49-QAM pattern not 16 x 16 — 256-QAM. That is because the en-
cryption ;i(oz)|ﬁ) = | + B) with @ and B € [-3,-1,1,3]. Thus, |y =« + B) with y €
[-6,-4,-2,0,2,4,6] which creates a constellation of 49 points or 49-QAM. After the de-
cryption using gl(—a), Fig. 9(b) and Fig. 9(d) after DSP restores the data to the original
standard 16-QAM constellations. However, with just DSP algorithms, it is impossible to
restore 16-QAM constellation from the encrypted constellation in Fig. 9(a) as shown in
Fig. 9(c), with a BER 45%.

The simulation with 80 km fiber link is graphed in the right hand four graphs of Fig. 9.
The encrypted constellation detected at 80 km is distorted from Fig. 9(a) to Fig. 9(A).
The overall pattern is still clearly visible with some random background points due to
fiber transmission. It is also shown from Fig. 9(A) that the density of points changes from
higher inside to lower outside. This reflects the weights of each constellation points based
on the encryption actual situations. The points at the edges of the constellation have a
weight = 1. Figure 9(B) clearly demonstrates the distorted 16-QAM constellation after
the correct decryption, d(-), has been applied. The original 16-QAM constellation is
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Figure 9 lllustration of a typical 16-QAM data modulation with 16-QAM QEPS encryption using displacement
operator d(a) for 80 km fibre link. Fig. (@) is a constellation with d) encryption and then direction coherent
detection without decryption using a(—a), and Fig. (b) denotes the constellation after a(—a) decryption from
Fig. (a). Fig. (c) is a constellation diagram applying DSP directly for Fig. (a). Fig. (d) is a constellation diagram
applying DSP for Fig. (b). Figs. (A), (B), (C), (D) are the corresponding constellation diagrams at 80 km,
respectively

restored through DSP compensations as shown in Fig. 9(D) with an acceptable BER of
1%. Without applying the decryption with d(—a) but directly applying DSP processing,
Fig. 9(C) displays the somewhat random constellation with a large BER 48%.

Although the above simulations, Fig. 8 and Fig. 9, demonstrated that coherent detection
without the correct decryption using d(—) resultsina large BER (more than 45%), it does
mean that it is impossible to extract the transmitted data. Although seemingly secure, the
detected constellation diagram itself visually leaks some information at the edges of the
constellation diagrams, especially the information of the displacement operator d(e). In
order to overcome this, we would have to use random continuous displacement operator
d(e) which would produce a truly random constellation diagram which leaks no informa-
tion. It should also be noted that the edge of the constellation diagram does not necessarily
associate with the edge of the displacement operator. As we described in the last section, by
taking advantage of the displacements operator, d (@), decoupling into d (or7) for a standard
QAM modulation implementation and d (or2) for a random phase shift operator which has
previously been implemented in [46].

Figure 10 illustrates the corresponding simulation as shown in Fig. 8 for QPSK data mod-
ulations but followed with a random phase shifting operator Zl(az) — gﬁ((p). It can clearly
be seen from Fig. 10(a) that the random phase shift operator cAl((xz) completely erases the
constellation pattern as seen in Fig. 8(a), or rings corresponding to each amplitude. There
are total 5-6 rings from the center to the outer edge. As expected, the direct decryption for
the B2B configuration in Fig. 10(b) can completely restore the QPSK constellation without
error as shown in Fig. 10(d) together with DSP processing. However, without any sort of
decryption performed the constellation with DSP from Fig. 10(a) gives a big BER 49%.

It is more interesting to see from Fig. 10(A) to Fig. 10(D) that the encryption with a
displacement operator d(e) and a random phase shift operator d(ay) turns the distorted
64 point QAM constellation Fig. 8(A) into a totally random constellation Fig. 10(A). This
is exactly what we expect with an analog encryption. Without knowing the correct shared
secret to control the phase shift operator, any form of attack from the detected random
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Figure 10 lllustration of a typical QPSK data modulation encrypted with a(a) = 8((11 )a(az) with (Aj(ou)
applying a 16-QAM encryption and d(as) applying a random phase shift operator for back-to-back without
fibre for the four graphs on the left hand side and for 80 km fiber for the four graphs on the right hand side. (a)
is the constellation diagram with d) encryption and then direction coherent detection without decryption
using a(—oe), and (b) denotes the constellation diagram after a(—a) decryption from (a). () is a constellation
diagram applying DSP directly to (a). (d) is the constellation diagram applying DSP to (b). (A), (B), (C), (D) are
the corresponding constellation diagrams at 80 km, respectively
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Figure 11 lllustration of a typical 16-QAM data modulation encrypted with d(e) = dlay)d(es) with dle)
applying a 16-QAM encryption and d(as) applying a random phase shift operator for back-to-back without
fibre for the four graphs on the left hand side and for 80 km fiber for the four graphs on the right hand side. (a)
is the constellation diagram with d) encryption and then direction coherent detection without decryption
using d(~a), and (b) denotes the constellation diagram after d-a) decryption from (a). (c) is a constellation
diagram applying DSP directly to (a). (d) is the constellation diagram applying DSP to (b). (A), (B), (C), (D) are
the corresponding constellation diagrams at 80 km, respectively

constellation Fig. 10(A) will not extract any useful data as shown in Fig. 10(C) with a BER
of 48%. For a trusted receiver with the pre-shared secret, the correct decryption with
&f(al;i(ozz) produces a constellation Fig. 10(B) and with DSP processing the correct QPSK
constellation, Fig. 10(D), can be recovered with an acceptable BER 3.5%.

We display the QEPS encryption for 16-QAM data modulation in Fig. 11 for the B2B
and 80 km fiber line respectively. In the B2B configuration, the encrypted constellation
Fig. 11(a) clearly demonstrates a transformation from a 49 point QAM pattern in Fig. 8(a)
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to 7 rings representing the amplitudes of the cipher coherent states. The direct DSP pro-
cessing still produces the similar rings with a big BER 49%. The correct decryption restores
the data back to its original form, a 16-QAM data constellation with 0 BER as shown in
Fig. 11(d). In the case of a 80 km fiber line, the detection cipher constellation creats a
random ring constellation Fig. 11(A). It produces a distorted 16-QAM with a scattered
random background points seen in Fig. 11(B). Once the DSP processing is applied, the
transmitted 16-QAM data constellation is obtained with a slightly larger BER of 1%. For
any attacks without knowing the shared secret, Fig. 11(C) indicates that it is impossible to
extract any useful data.

2.4 Speed

The above simulations utilized a Baudrate of 28GBaud, so the achieveable communication
speed for QPSK data modulation was 56 Gbps and for 16-QAM data modulation was
112 Gbps. If polarization multiplexing was used, which is possible with our encryption
method, then the bit rate would be doubled.

2.5 Alternatives to QKD

QKD was designed to take the physical uncertainty principle of photons in order to main-
tain its information theoretic security. However, in the practical implementations, sin-
gle photon source are generally replaced with weak coherent sources. Furthermore, QKD
currently requires a pre-shared key to perform post-processing for authentication. If that
pre-shared key is used to seed a cryptographic pseudo random number generator such as
pseudo Quantum Random Number Generator or pQRNG [48], QEPS can become a prac-
tical alternative to QKD over current coherent optical network with commercial available
coherent optical modules.

QEPS can be implemented in a round trip configuration so that Bob at the transmission
side is capable of creating a random envelope o) produced from 21(0() = cAi(al)cAi(ag). This
random envelope operates on an coherent state emitted from a laser diode and the resul-
tant signal then sends |«) to the remote Alice. Once received, Alice will randomly gener-
ates her secret k —> |8) and modulate it into cAi(,B) |a) — | + B) and return it back to Bob.
When | + B) arrives at Bob, he can decrypt the received signal with c;,’(—a)|oz +B8) — |B)
then perform coherent detection to recover the Alice’s secret k. The benefit to imple-
menting the configuration in a round trip is to improve security through a self-shared
random secret for authentication. This is in contrast to the commonly used pre-shared
secret method. This round trip QEPS is similar to the RSA public key scenario [42] and
the traditional QKD is similar to Diffie-Hellman public key algorithm.

QKD takes the advantage of the uncertainty principle from two conjugate bases for sin-
gle photons, while QEPS benefits from randomly chosen displacement operator, d(e), to
create its uncertainty in the measured constellation, pushing the detected bits towards the
maximum BER of 50% for the Eve.

3 Security analysis

In addition to Shannon’s perfect secrecy [3] with a pre-shared key cryptosystem, Wyner
also made his notion of secrecy system called the wiretap channel [49] without any
pre-shared key between communication peers Alice and Bob. The main assumption for
Wyner’s wiretap channel is a less noisy channel between Alice and Bob than the wiretap
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channel between Alice and Eve and the randomness of the message at the transmitter Al-
ice. There are some challenges on these two conditions: messages to be transmitted may be
files, images, plain language documents with language alphabets which results in patterns
and the wiretap channel for the Eve may not actually be more noisy than the main chan-
nel between Alice and Bob. Thangaraj et al. in 2004 [50] discussed the limits and coding
methods of the Wyner wiretap channel for application of coding with Low-Density Parity
Check or LDPC. Maurer and Wolf in 2000 considered the information theoretical secu-
rity of Wyner’s wiretap channel based on correlated randomness and public discussion
[51]. Nafea and Yener in 2017 [52] proposed a new wiretap channel model called wiretap
channel II for strong secrecy capacity. Bellare et al. in 2012 proposed their cryptographic
treatment of the wiretap channel for semantic security [53, 54].

Wyner’s wiretap channel may not be limited only to physical layer secure communica-
tions. Classical cryptosystems such as symmetric encryption using AES or OTP and asym-
metric encryption such as RSA or Diffie-Hellman can also be interpreted with Wyner’s
wiretap channel model where the main channel between Alice and Bob is noiseless for ci-
phertexts transmission. Alice encrypts messages M with the encryption key, transmits the
ciphertexts £(M) to Bob and Bob can decrypt the ciphertexts £(M) with the decryption
key for M. Then, Eve intercepts the ciphertexts over the wiretap channel £(M). The mu-
tual information between the Eve and Alice is defined as I(M, Z = £(M)) < € with € > 0. In
this case, Eve is able to receives an identical ciphertext Z = £(M) as Bob. However, without
the decryption key, Eve can only perform a brute force search of the message M. The value
of € in the mutual information I(M, Z = £(M)) depends on the required security level and
cryptographic algorithms. The mutual information I(M, Z = £(M)) between Alice and the
Eve can be written as

P(x,2)
P(x)P(z)’

I(M,Z = Ex(M)) = Z ZP(x,z) log

xeMzeZ

)

where P(x), P(z), P(x, z) are the probability distributions of the plaintext message, the prob-
ability distributions of the ciphertext, and joint probability distribution of the plaintext
and ciphertext, respectively. £x(.) denotes the encryption algorithm with a key K. In or-
der to achieve good security against Eve, the encryption is required to produce a good
uniform distribution of the ciphertext. Then the mutual information I(M, Z = £(M)) can
be re-expressed

I(M,Z = Ex(M)) — I(K, Z = Ex(M)) = H(K) - H(K|Z = Eg(M)), (10)

where the random variable K has a uniform distribution. While knowing the key k € K
and the message associated with the ciphertext Z = £(M), the message m € M can be de-
crypted. In Eq. (10), H(K) is the entropy of the random variable K and H(K|Z = Ex(M)) is
the entropy of the random variable key under the given condition of knowing the cipher-
text Z. In the ideal case of truly random distributions of K and encrypted ciphertext with
a proven encryption algorithm such as OTP, the mutual information (K, Z = Ex(M)) is
equal to zero. However, the practical case would be I(K, Z = Eg(M)) < € with € > 0.

Bellare et al. in 2010 proposed a new model of semantic security or ss for the wiretap
channel [53, 54] using the ss ADVantage

ADV*(E,Z = £(M)) = maxy (GP(M|E(M)) - GP(M)), (11)
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Figure 12 lllustration of Wyner’s wiretap channel for QEPS-d encryption. The dashed box at the transmitter

side represents a standard data modulation such as QPSK together with the QEPS-d encryption. The dashed

box at the receiver side represents standard coherent detection together with the QEPS-d decryption. In this
model, we assume the Eve also has the same standard coherent detection as Bob and knows what the data

modulation is at the transmitter

where the maximum is over all random variables M, GP(M) is the Guessing Probability
of M without any condition and GP(M|E(M)) is the Guessing Probability with the known
ciphertext £(M).

We plan to adapt this advantage definition as shown in Eq. (11) with the wiretap chan-
nel for our QEPS security analysis. One reason for this is our QEPS encryption is a physi-
cal analog encryption with coherent states which creates the wiretap channel as shown in
Fig. 12. We assume that Alice, Bob and Eve all have their standard encoder and decoder for
coherent state modulation and demodulation. We also assume that Eve has a DSP module
to correct and compensate the transmission impairments. In order to make the physical
channel between Alice and Bob to be less noisy, we enable Alice’s transmitter with the
QEPS encryption or cAZ(oz) and Bob’s receiver with the QEPS decryptor Zl(—a). Basically,
the QEPS encryption or d() makes the transmission channel and the wiretap channel
extremely noisy, but the trusted receiver Bob can remove the injected noises through the
pre-shared secret and QEPS decryptor. Then using DSP processing, Bob will be able to
correctly extract Alice’s transmitted data. However, since Eve does not have the same ca-
pability as Bob, her wiretap channel will remain extremely noisy.

Under the bove considerations, we rewrite Eq. (11) for the QEPS wiretap channel

ADVeps (€2 Z = T-(Eqeps(M))) = maxy (GP(M| T (Eqeps(M))) — GP(M)), (12)

where &, is the signal received by Eve from the wiretap channel, Eqgps(M) is the cipher
coherent state of a message m € M encrypted with Zi(a), T.(.) is the transmission function
of the wiretap channel from the transmission to the Eve detection, and ADVggps(.) is the
advantage over the wiretap channel for QEPS encryption. As what we have seen in the
last section, the constellation of 7,(.) demonstrates close to the maximum BER of 50%
and it is impossible for the Eve to convert the receiving signal data to useful binary data.
This is the unique feature of QEPS that differs it from classical encryption. It is capable
of transmitting ciphertexts in the coherent domain. In order for Z = 7,(Eqeps (M)) to have
a recognizable constellation with acceptable BER, the advantage in Eq. (12) is reduced to
some classical cryptography as shown in Eq. (11), representing the encryption which is

equivalent to be done in binary data mode. That means,

ADVEeps (&2 Z = To(Eqers(M))) < ADVS(E,Z = E(M)), (13)
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where ADV*(E,Z = £(M)) could be reduced to GP(K) for the given security requirement.
For example, AES encryption for classical security requires GP(K) < 27128 but for quan-
tum security requires GP(K) < 272°¢ with uniform probability distribution. For the pro-
posed QEPS analog encryption, the encryption mechanism can not be simply reduced to
any classical data encryption model. So, Eve can not take the advantage with any detection
constellation to extract the plain message because its BER is close to the maximum value
of 50%. Therefore, QEPS encryption with a random distributed key is semantic secure
and gives less advantage to the eave than any classical cryptography, i.e.

ADVgeps (€2 Z = T (Eqeps(M))) < 27" (14)
with # > 256 for quantum security.

4 Conclusion

This paper proposes a novel quantum encryption in phase space or QEPS for coher-
ent states with the unitary reversible displacement operator d(e). The lower case dis-
placement operator is the reduced formal displacement operator D(c) by ignoring the
global phase factor which does not impact the coherent detection measurement. The
reduced displacement operator d(e) behaves as an addition operator for coherent state
21(0()“3) = | + B) and also has commutativity: &Ai(Oé)(:i(,B) = &(,3)21(04) which largely help our
implementation, especially for decryption with d(~a). The decryption can be performed
in the coherent optical mode before detection or in the electrical digital domain after the
coherent detection. In order to enhance security in the amplitude of coherent states, the
encryption operator d(e) is proposed to split into a standard QAM implementation of
d(e;) and a random phase shift operator ¢(¢). Using Optisystem, we simulated the QEPS
encryption and decryption for two data modulation schemes, QPSK and 16-QAM, where
we have achieved line speeds of 56 Gbps for QPSK and 112 Gbps for 16-QAM.

Finally, in this paper, we have also proved our encryption to be semantic secure if the
shared secret has a truely random probability distribution through the wiretap channel
model. QEPS can be implemented either in a symmetric configuration with a pre-shared
secret for quantum secure communications for data and key distributions or in a asym-
metric configuration with the self-shared true random secrets for authentication and de-
cryption.

In the future, we plan to explore experimental implementations of our simulated system
with commercially available coherent optical transceivers and optical modules.
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