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Abstract

A quantum channel is a physical media able to carry quantum signals. Quantum key
distribution (QKD) requires direct quantum channels between every pair of
prepare-and-measure modules. This requirement heavily compromises the scalability
of networks of directly connected QKD modules. A way to avoid this problem is to
introduce switches that can dynamically reconfigure the set of connections. The
reconfiguration of a quantum channel implies that the modules using it can adapt to
the new channel and peer.

The maturity and flexibility of continuous-variable QKD (CV-QKD) qualifies it as a
strong contender for integration into optical communication networks. Here we
present the implementation of a switched CV-QKD network embedded in the Madrid
quantum testbed. The optical switching of the quantum paths significantly reduces
the amount of required QKD modules and facilitates the scalability of the network.
This demonstration highlights the flexibility and ease of integration of this emerging
technology.

Keywords: QKD; CV-QOKD; Quantum cryptography; Quantum communications;
Quantum networks

1 Introduction
QKD is a family of protocols that generate a shared secret key between two mutually trust-
ing parties. In the specific case of prepare-and-measure protocols, these are the transmit-
ter (Alice) and the receiver (Bob). The generated key is information-theoretically secure
(ITS), which can be proven using quantum information theory [1, 2]. QKD protocols are
superior to state-of-the-art key exchange protocols as the security of the latter is based
on computational complexity assumptions, which could be broken as soon as sufficiently
powerful computers (quantum or classical) and/or algorithms are available [3, 4]. While
limited in reach and bound to hardware, QKD protocols have also a higher security com-
pared to post-quantum cryptography (PQC) protocols. Being ultimately founded on as-
sumptions about quantum and classical computation complexity, PQC protocols can be
demonstrated secure only under assumptions about computational security.

CV-QKD protocols, such as, e.g, GGO02 [5], are based on modulated continuous-wave
lasers and coherent detection, but unlike classical communication the optical power is ex-
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tremely attenuated. Protocol security is analysed under the assumption that all power lost
between the transmitter and the receiver, a fraction typically close to unity, is collected by
the eavesdropper. All noise on top of the unavoidable shot noise, which is a manifestation
of the uncertainty principle in the measurement of a light state, might as well originate
from an adversary. The no-cloning principle dictates that any attempt by the eavesdrop-
per to obtain information on Alice and Bob’s data inevitably results in loss and noise [6].
As long as the eavesdropper’s information is below a threshold, it is still possible to distil
a secure key [7, 8].

A general obstacle to practical utilisation of QKD based on optical communication is
the inherently limited key-generation distance. QKD is realised by very weak optical sig-
nals that are ultimately absorbed in any physical medium. Periodic amplification, which is
a standard practice in optical telecommunication technology, cannot be used for QKD.
Amplification, which can be seen as an attempt of cloning unknown quantum states,
has to introduce noise on the channel. This noise trace has to be regarded as eavesdrop-
ping and usually prohibits key generation. Instead, the reach of quantum signals may be
extended by means of special quantum communication devices, known as quantum re-
peaters (see [9-11] for an overview of the state of the art). Such devices would not oblit-
erate the described level of security, but the development of quantum repeaters is still in
an early experimental stage. For this reason it is not straight-forward to design and deploy
QKD networks that are analogous to telecommunication ones.

As of today, the standard approach to QKD networking is the “trusted repeater” prin-
ciple. This amounts to stitching together finite distance QKD links, a link being a pair
of a sender and a receiver, by trusted locations. QKD keys are generated in the individ-
ual links and then retransmitted by means of classical, albeit ITS, cryptographic methods
(see [12, 13] for details). The majority of present-day QKD links are fixed links with a
sender permanently connected to a receiver over a given quantum channel, typically an
optical fibre. A fully meshed QKD network with N nodes would require approximately
N? fixed links. In view of the availability and cost of current QKD technology, such an
exponential grow in the number of required devices limits the size of QKD networks.

For this reason, switching of quantum channels has been proposed. The first approaches
were done by selecting different fibres to connect several senders and receivers in a time
multiplexing scheme [14—16]. In this manuscript we extend this approach, capitalising
on the potential greater flexibility of CV-QKD over discrete-variable QKD (DV-QKD),
by allowing also wavelength multiplexing for a significant increase of versatility. Abstract
or small-scale wavelength switching has also been proposed earlier [17, 18]. Moreover,
by utilising also the CV-QKD inherent higher tolerance to co-propagation with classical
(much stronger) signals in optical fibres [19] we demonstrate a substantial scaling-up of
switching.

It should be noted that switching can significantly reduce the number of required QKD
devices that are situated within metropolitan-area locations but cannot increase the finite
reach of QKD. This means that long-distance QKD still requires, as of today, trusted re-
peaters. Without going into too much detail, we note that switching of quantum channels
will be used in future end to-end quantum communication networks, sometimes popu-
larly dubbed “the quantum internet” [9, 10, 20]. Such networks will require end-to-end en-

tanglement realised by quantum repeaters. For cost reduction and to avoid massive over-
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Figure 1 Key rate over channel loss with a 12.5 MHz bandwidth quantum channel. “ideal AN" and “ideal” refer
respectively to ideal error correction with and without artificial noise added at the receiver. It can be seen that
the addition of artificial noise reduces the key rate in the low to medium loss regime but extends the reach.
The curves labelled with “signal-to-noise ratio (SNR) x" are upper bounds for the key rate with the SNR target x
of the artificial noise set to 0.0125 (-19.0 dB), 0.0118 (-19.3 dB), and 0.0114 (-19.4 dB), respectively. These
curves are calculated with a fixed-rate code and decoding failure probability corresponding to the target SNR.
The transmit power and target SNR of the artificial noise are adapted to the channel situation for each
measurement individually to maximise the key rate. The measured key rates suffer from a limited processing
power available for the post-processing and can have a wide confidence interval

utilisation of resources, these repeaters could rely on optical switching for the distribution
of entanglement.

The investigation of the switched CV-QKD network presented in this paper is embed-
ded in the Madrid quantum network, which is a continuously growing environment for
testing and developing quantum communication technologies [14, 21, 22].

2 CV-QKD prototypes

The demonstrated switched QKD network is based on a 12.5 MHz-bandwidth low-noise
and low-complexity CV-QKD system with Gaussian modulation. The system has evolved
from the setup described in [23] to a phase- and polarisation-diverse modulation and re-
ceiver structure.

The CV-QKD systems have an in-band synchronisation, only one dense wavelength di-
vision multiplexing (DWDM) channel® in the C-band in one direction is needed for the
QKD operation. Additionally, a bidirectional, standard internet protocol (IP)-based rec-
onciliation link is required. This link does not rely on a purely-optical point-to-point con-
nection, it can be transported over any existing network infrastructure, e.g., Ethernet.

IWithout loss of generality, here and in the following we refer to the 100 GHz grid in the C-band defined by ITU-T
G.694.1.
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The devices can be configured to transmit with any figure between 0.0004 and 40 pho-
tons per symbol on average in the quantum band. This corresponds to a transmit power
range of approximately —122 dBm to —72 dBm at a carrier frequency of 193.4 THz. The
in-band synchronisation signals are typically 30 dB to 40 dB stronger than the quantum
signal. The error correction runs with a single fixed-rate code, which supports a SNR down
to —19.5 dB. This is a receiver sensitivity of approximately —105 dBm with 2.5 dB of re-
ceiver loss and heterodyne detection [24]. Excess noise powers smaller than 50 dB below
the shot noise can be detected (—141 dBm in the signal bandwidth at 193.4 THz). With
trusted detector noise [25] and an inherent system noise as low as 0.15 mSNU,? the sys-
tem supports up to 23 dB of channel loss. The inherent system noise is attributed to the
eavesdropper.

Simulated and measured key rates are depicted in Fig. 1 vs. the channel attenuation, in
principle proportional to the fibre-link length. In a metropolitan-area scenario the inser-
tion loss of connectors and passive optical equipment and the state of the fibre are likely
to dominate the losses. All calculated curves in the plot follow [26] and assume optimistic
values with 23 mSNU of trusted detector noise, 0.15 mSNU of untrusted system noise,
and 2.5 dB of insertion loss in the receiver. These optimistic values are tight bounds to the
span of actual values measured in the deployed devices.

The utilized error-correction code has a low error-correction efficiency at high SNR,
but artificially added noise allows reducing the SNR to the efficient regime [27, 28]. The
artificially generated noise is added at the receiver after detection. It can reduce the infor-
mation of the eavesdropper and extend the reach. While the error-correction efficiency
improves linearly with an SNR reduction, the probability of an unsuccessful decoding in-
creases rapidly close to the SNR limit. A careful selection of the target SNR for the artifi-
cially added noise is necessary to maximise the key rate depending on the channel situation
(see Fig. 1).

The final key rate is several orders of magnitude smaller compared to the initial symbol
rate of 12.5 MBd. This is a consequence of devoting most symbols to parameter estima-
tion, of alow code rate, and of privacy amplification. The limited amount of computational
resources in the prototypes is also a major bottleneck for the final key rate. The probability
of a successful decoding depends on the amount of computational resources allowed for
each decoding block. While more resources per block improve the probability of a suc-
cessful decoding they reduce the number of blocks that can be processed per time with a
fixed amount of computational resources and a compromise has to be found.

Vulnerability to side channel attacks and possible counter measures [2] are currently not
considered.

3 Optically-switched QKD network

The switched QKD network is embedded in the larger Madrid QKD network [21]. A satel-
lite map of the network can be found in [29]. The full sub-network configuration with a
focus on the switching and multiplexing setup is shown in Fig. 2. The seven nodes of the
QKD-switching network are located all over the metropolitan area of Madrid and are in-

terconnected with previously deployed fibres. Quirén, Quintin, Quijote, and Quevedo and

2milli shot-noise unit (SNU), i.e., normalised with respect to the shot-noise power. In this contribution, all excess-noise
figures are referred to the receiver.
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Figure 2 Full configuration of the switched QKD network with a focus on the QKD modules and
reconfigurable optical add-drop multiplexers (ROADMsS) interconnecting them. At least one lightpath can be
created between any of the five senders and any of the five receivers, respectively. The arrow directions
indicate the input and output ports of the switches, fixed (de)multiplexers, and QKD devices. The number of
occupied DWDM channels and the presence of an O-band channel are indicated for each multiplexer (mux)
and demultiplexer (demux) with the arrows at the client side. A double-line arrow stands for multiple fibres,
the attached label indicates the number of occupied DWDM channels. “pass” refers to the pass-through
lightpath of a (de)mux for all not-listed DWDM channels, e.g,, all wavelengths but DWDM channel 34 in the
link between Quijote and Quintin. Other classical and quantum communication infrastructure which does not
intermingle with the switched QKD signals is omitted from the figure, e.g.,, the classical connection between
Quintin and Quijote
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the fibres between them belong to the RediMadrid academic communication network.
Concepcion, Norte, and Distrito and the fibres between them belong to Telefénica. All of
the locations are production sites.

Five QKD senders and five QKD receivers are distributed across seven nodes. The QKD
modules are linked through amplifier-free, low-loss ROADMs, which can switch the op-
tical path for the QKD channels in a non-blocking fashion. A lightpath between any QKD
sender and any QKD receiver can be established on at least one DWDM channel. While
the QKD modules can be tuned to any wavelength in the C-band, the fixed multiplexers
constrain most QKD links to the DWDM channels at 193.4 THz (channel 34), 193.7 THz
(channel 37), and 193.8 THz (channel 38).

Figure 4 in [30] shows a photograph of the setup at one of the nodes. The top six height
units in the picture are filled with two QKD modules and the associated servers used for
the experiments described in this contribution. In the same picture, one can find the em-
ployed add-drops, optical switch, and OTN equipment among other things.

With the following three stages the ROADM:s are adapted to the specific requirements
of the respective node. In the first stage, the classical and quantum signals not relevant
for this experiment are dropped and the different QKD wavelengths split into different
paths for each incoming direction, respectively. This is implemented with demultiplexers,
e.g., at Quevedo’s inputs from Quijote and Norte in Fig. 2. The direct input from the QKD
sender does not need this stage. In the second stage, a non-blocking, all optical N x N
switch routes the different QKD signals towards their respective destination, e.g., the op-
tical switch at Quevedo. In the third stage, the different QKD wavelengths are combined
and added to the non-QKD signals for each direction, respectively. This is implemented
with multiplexers, e.g., at Quevedo’s outputs towards Quijote and Norte in Fig. 2. The
direct output into the QKD receiver does not need this stage.

As an example for a switched optical path, the QKD link between Quijote and Norte
is described in the following. The QKD sender at Quijote would be configured to a sup-
ported DWDM channel, channel 37 or 38. The output signal of this sender would then
pass through the optical switch at Quijote, which needs to connect this QKD input to-
wards the appropriate multiplexer port towards Quevedo. At Quevedo, the QKD signal
would be dropped by the demultiplexer into the optical switch at Quevedo. This switch
needs to connect this input signal to the appropriate multiplexer port towards Norte. At
the other end of the line, at Norte, the QKD signal would be dropped again by the demul-
tiplexer and fed into the optical switch. Finally, the optical switch at Norte would connect
the QKD signal to the input port of the QKD receiver. As long as the total loss along such
a path is supported by the QKD devices, a QKD link for key generation can be established.

The QKD links are multiplexed with classical communication links in most fibres be-
tween the different nodes. Most of these fibres carry also QKD links from other vendors
in the O-band or C-band. The reconciliation links of the QKD devices are transported
jointly with the control signals and encrypted data through a packet-switched network
with network switches at every node. This dedicated network is not depicted in detail in
Fig. 2, but it accounts for most of the classical channels between the different nodes.

The multiplexing between Quijote, Quevedo, and Norte is established with two consec-
utive multichannel optical add-drop multiplexers (OADMs). The five classical channels
are combined in a first OADM before they are added in a second OADM to the two quan-
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tum channels 37 and 38 and the alien QKD signal in the O-band. This is depicted with a
single multiplexer in Fig. 2. The same is true vice versa for the demultiplexing side.

In the link between Quirén and Quijote the quantum channel is fixed to channel 37 as
it is simply connected as an alien wavelength to a free multiplexing port of the previously
existing optical transport network (OTN) equipment. This link has three active classical
channels plus our reconciliation link as a second alien wavelength. In the links Quijote to
Quintin and Norte to Distrito the QKD channel is combined with the QKD channel of
another vendor also in the C-band with single channel OADMs. Here, the QKD channel
could be on any wavelength in the C-band except the single DWDM channel occupied by
the alien QKD.

The multiplexing in the links Concepcidén to Distrito and Concepcién to Norte is also
implemented with two-stage multiplexers. In contrast to the central links, the QKD sig-
nals here are first multiplexed with a classical signal before they are added with an OADM
to the alien QKD quantum and synchronisation channels. This first multiplexer fixes the
QKD link Concepcidn to Distrito to DWDM channel 34 (193.4 THz). The QKD link Con-
cepcidn to Norte is on the DWDM channel 37.

4 Trusted transmit loss

The deployed CV-QKD prototypes support the configuration of a trusted transmit loss.
The idea of a trusted transmit loss is to allow the system operator to shift the trusted
boundary within the trusted transmit perimeter. By default the trusted boundary is the
output port of the QKD transmitter. Additionally configured trusted transmit loss can
shift this, e.g., to the output of a multiplexer and/or optical switch the output of the QKD
transmitter is connected to within the trusted node perimeter.

Ideally, the trusted transmit loss is calibrated by comparing the optical output power
of the QKD transmitter before and after the additionally trusted devices. Since such a
calibration would lead to a possibly unwanted interruption of other traffic passing the
same devices and adds an extra step when building the network, it is also acceptable to
take conservative (secure) guesses about the insertion loss. Only the insertion loss that is
certainly absorbed within the trusted transmit perimeter should be configured as trusted
loss. In a multi-hop link only the insertion loss of the switch and/or multiplexer at the
transmit node might be trusted, whereas the insertion loss of the switches, demultiplexers
and multiplexers of the nodes in-between or at the receiver must not be regarded as trusted
transmit loss.

In the demonstrated network, each node is assumed to operate inside a trusted perime-
ter (indicated by the grey boxes in Fig. 2) and the trusted boundary is always shifted to the
boundary of the node. The trusted losses configured in the network at hand are listed in
Table 1 and explained in more detail in the following. All assumed insertion losses have
been checked to be lower than the actual insertion losses.

The 16-channel multiplexer at Quirén has more than 3.3 dB of insertion loss. Any con-
nection from Quirén is configured with this figure as the trusted transmit loss.

For the optical switches at Quijote, Quevedo, and Norte an insertion loss of 0.5 dB each
is used. The back-to-back links at Quijote, Quevedo, and Norte are each configured with
this insertion loss as trusted transmit loss. The single-channel OADMs at Quijote towards
Quintin and at Norte towards Distrito are assumed to have an insertion loss of 0.6 dB, re-
spectively. The multi-channel OADMs between Quijote, Quevedo, and Norte have more
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(c) Network configuration 3
Figure 3 Exemplary network configurations with all QKD senders and all QKD receivers active on the same
DWDM channel 37. The given numbers are the measured channel loss and key rate handed over to the local
key manager

than 0.9 dB of loss each. Except for the back-to-back links, the trusted transmit loss of all
links from Quijote, Quevedo, and Norte are configured to 1.1 dB or 1.4 dB each, which is
the sum of the insertion losses of the respective OADM and switch.

For the optical switch at Concepcion an insertion loss of 0.3 dB is used. The connec-
tion between Concepcion and Norte is equipped at Concepcion with a 40-channel multi-
plexer with an assumed insertion loss of 4.1 dB followed by a multi-channel OADM with
an assumed insertion loss of 0.9 dB. This concatenation is depicted as a single “mux” in
Fig. 2. All links using this connection are configured with a trusted transmit loss of 5.3 dB.
The connection towards Distrito is equipped with an 8-channel multiplexer followed by a
multi-channel OADM. Insertion losses of 2.1 dB and 0.9 dB are configured, respectively.
Again, this concatenation is depicted as a single “mux” in Fig. 2. The link Concepcién to
Distrito is configured with a trusted loss of 3.3 dB.
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Figure 4 Exemplary network configurations with all QKD senders and all QKD receivers active on either
DWDM channel 34, 37, or 38. Note that multiple QKD links can be active at the same time on the same fibre in
such a configuration (only two fibres connect different nodes). The given numbers are the measured channel
loss and key rate handed over to the local key manager

5 Experimental results
Figures 3 and 4 show several of the possible switching configurations, which can be
achieved by online reconfiguration of the switches and DWDM channels of the QKD mod-
ules. All QKD links are on DWDM channel 37 in the configurations in Fig. 3, while some
of the QKD links are in DWDM channels 34 or 38 in the configurations in Fig. 4. Note that
there are four different QKD links active in the fibre pair between Quevedo and Norte in
Fig. 4(a) and Quijote and Quevedo in Fig. 4(b), respectively. Taking the alien QKD links
in the O-band into account, there are five different QKD links active in these fibre pairs.
Table 1 lists the configured trusted transmit loss, measured channel loss, and measured
key rate for all links possible in the network configuration described in Fig. 2. The given
key rates are all within the range supported by the employed QKD devices, but they are
preliminary figures as finite-size effects could not be considered to their full extent for
all scenarios. Although the systems were installed and running during a very long time
period (close to three years), no long-term measurements of the key rate have been sys-
tematically done. There is no one-to-one mapping between the measured channel loss and
the measured key rates because the receiver devices experience different system noise and
insertion loss. On the one hand this is because the receivers are different modules and on
the other hand the receivers are situated in differently air-conditioned environments since
these are production facilities and not controlled laboratories. Some of the reported key
rates are at the very edge of the rates supported by the modules and cannot be guaranteed
in general. They might not be feasible if the receivers were swapped or the environmental
conditions in the facilities changed.
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Sender node Receiver node Optical channel Trusted loss Channel loss Key rate
[THz] [dB] [dB] [kb/s]
Concepcion Distrito 193.4 33 19.8 0.09
(via Norte) 193.7 53 20.1 0.11
Norte 193.7 53 1.1 74
Quevedo 193.7 53 153 24
Quijote 193.7 too high 0
Quintin 193.7 too high 0
Norte Distrito 193.7 1.1 10.2 84
193.8 1.1 10.5 8.1
Norte 193.7 0.5 1.6 17
193.8 05 1.7 17
Quevedo 193.7 14 5.1 9.0
193.8 14 5.2 3.2
Quijote 193.7 14 10.3 7.1
193.8 14 121 5.2
Quintin 193.7 14 209 0.07
193.8 14 22.5 0.01
Quevedo Distrito 193.7 14 133 43
193.8 14 133 43
Norte 193.7 14 3.8 8.7
193.8 14 43 12
Quevedo 193.7 05 0.1 14
193.8 0.5 0.2 14
Quijote 193.7 14 48 1
193.8 14 59 7.8
Quintin 193.7 14 155 1.8
193.8 14 17.3 0.7
Quijote Distrito 193.7 14 21.0 0.04
193.8 14 209 0.04
Norte 193.7 14 115 6.0
193.8 14 11.5 6.6
Quevedo 193.7 14 6.6 4.5
193.8 14 6.9 10
Quijote 193.7 0.5 12 12
193.8 0.5 13 16
Quintin 193.7 1.1 114 55
193.8 1.1 11.8 6.2
Quirén Distrito 193.7 too high 0
Norte 193.7 too high 0
Quevedo 193.7 33 19.0 0.07
Quijote 193.7 33 12.1 33
Quintin 193.7 too high 0

Since the launch powers into the fibres of the classical channels are rather weak
(< 0 dBm) and the distances are mostly below 10km, there is only negligible Raman noise
to be expected (< 0.05 mSNU) [31]. Especially the links towards Quintin and over the con-
nection Norte to Distrito experience very little Raman noise as they only copropagate with
very weak alien-QKD signals in the last hop. The variation in the channel losses between
different DWDM channels is mostly due to the different insertion losses of the optical
connections.

With five senders and five receivers there are up to twenty-five different, loop-free links
in a fully meshed network on the same DWDM channel. In contrast, with fixed point-to-
point QKD only five links could be established with five QKD pairs. Twenty out of these
twenty-five links are operational in the demonstrated network on DWDM channel 37. The
other five have a too-high channel loss. Three of the twenty operational links are back-to-



Brunner et al. EPJ Quantum Technology (2023) 10:38 Page 11 of 12

back links in the same node, which are useful for maintenance and testing purposes. There
are fifteen operational links on DWDM channel 38, again three of them are back-to-back
links, and one operational link on DWDM channel 34. All together thirty-six loop-free
links could be operated successfully.

6 Conclusion

An elaborate switched QKD network implementation, which was demonstrated in the
Madrid quantum testbed, is described in detail. The switching is enabled by specialised
ROADMs and online configurable DWDM channels in the QKD modules. The QKD
modules support any-to-any connectivity and promptly adapt to changing link character-
istics, allowing 36 different, loop-free QKD links to be established in a small-sized network
with only five QKD senders and five QKD receivers. Avoiding intermediate trusted nodes
and the need to have static fibre links for the quantum channel between any two nodes
in the network demonstrates the relevance of switching on the path to large-scale QKD

networks.
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