Miller et al. EP/ Quantum Technology

https://doi.org/10.1140/epjqt/s40507-023-00208-8

.0rg
B,

(2023) 10552 ® EPJ Quantum Technology

a SpringerOpen Journal

RESEARCH Open Access

Vector—towards quantum key distribution

Check for
updates

with small satellites

Alexander V. Miller'?", Liubov V. Pismeniuk', Alexey V. Duplinsky'?, Vitaly E. Merzlinkin'#, Aleksandr
A. Plukchi®®, Kseniia A. Tikhonova', Ivan S. Nesterov', Dmitry O. Sevryukov'#, Sergey D. Levashov',
Vladimir V. Fetisov®, Sergei V. Krasnopejev’” and Ruslan M. Bakhshaliev'

“Correspondence: avm@mcgt.ru
'QSpace Technologies, Moscow,
121205, Russia

“Moscow Centre for Quantum
Technologies, Moscow, 127204,
Russia

Full list of author information is
available at the end of the article

@ Springer

Abstract

A satellite-constellation based global quantum network could allow secure quantum
communication between remote users worldwide. Such a constellation could be
formed of micro- or even nanosatellites, which have the advantage of being more
cost-effective than larger expensive spacecrafts. At the same time, the features of
quantum communication impose a number of technical requirements that are more
difficult to meet when using small satellites. Full-fledged quantum communication
has been demonstrated with neither a micro- nor a nanosatellite so far. The authors
took up this challenge and have developed a 6U CubeSat weighting 9.5 kg. The
satellite is to be launched in 2023 and has already successfully passed all the pre-flight
tests. The mission is not yet intended for fully quantum communication. Nevertheless,
the authors are testing such key functional elements as polarization reference-frame
synchronization and acquisition, pointing and tracking system on it. Besides that, the
payload accommodates a full-duplex telecommunication system operating at a bit
rate of 50 Mbit/s: an up- and a downlink at wavelengths of 808 and 850 nm. After the
satellite is launched, the main goal to be achieved is to demonstrate stable
connection between it and an optical ground station and carry out multiple
communication sessions. In quantum communication, generating secret keys from
raw measurement data implies two-way exchange of significant amount of
information and therefore availability of a classical communication channel with a
high bandwidth is one of the crucial things. In the following mission, which envisages
an overall quantum key distribution system, we plan to use the free-space optical link
for such an exchange of data, whereas the RF link will only be used for telemetry and
telecommand.

Keywords: Quantum cryptography; Free-space optical communication; Quantum
key distribution; Satellite quantum communication; Satellite laser communication

1 Introduction

The idea of quantum cryptography is not based on computational complexity of mathe-
matical algorithms, but on the laws of physics. The idea was first announced in 1984 by
Bennett and Brassard, who proposed the first quantum cryptography protocol, BB84 [1].

An experimental implementation of quantum key distribution (QKD) was first demon-
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strated in 1989 [2]. In that experiment, qubits were encoded in photon’s polarization
and the photons were transmitted through 32.5 cm on an optical table. Since then, the
technology has been widely developed. In particular, distance between shared parties has
increased significantly. Thus, free-space QKD over 144 km was experimentally demon-
strated using decoy-state BB84 protocol [3]. Recently, using twin-field QKD protocol,
quantum key exchange through optical fiber over 833.8 [4] and 1002 km [5] was imple-
mented. Although such distances are outstanding in terrestrial QKD, secret key rate is
of about 107! bits per pulse [4, 5], which is barely attractive from the point of view of
practical applications. The only reasonable way to build a truly global, intercontinental,
quantum network to date is using of artificial satellites as trusted nodes between remote
ground stations. In 2016, the first such satellite, Micius, was launched into its orbit, which
was followed by experiments on satellite-to-ground QKD [6-8], entanglement distribu-
tion [9], entanglement-based QKD [10] and quantum teleportation [11].

Micius became a significant milestone and started an era of quantum communications
in space. However, the weight of the satellite is of 635 kg [12] and the cost of the project
is extremely high. Obviously, the move towards reducing the size of satellites can make
the technology of QKD in space more cost-effective. As far as the authors know, no one
has succeeded in distributing a quantum key either with a micro- (10-100 kg) or with a
nanosatellite (1-10 kg) to date. Nevertheless, work in that direction is being actively car-
ried out. Thus, in 2022, China’s second quantum satellite, Jinan 1, which is a microsatel-
lite, was launched into its orbit [13]. It is expected to generate quantum keys at speeds 2
magnitude higher than Micius and be capable of operating at any time of the day. How-
ever, no scientific results have been reported so far. Another satellite, which weights 48 kg,
was developed by National Institute of Information and Communications Technology in
Japan and launched in 2014 [14]. In 2016, transmission of two non-orthogonal polariza-
tion states at a repetition rate of 10 MHz, with 0.14 photons/pulse received on the ground
on average, was demonstrated. It corresponds to a signal level at the output of satellite’s
telescope that is, at least, 7 orders of magnitude higher than the level to ensure secure com-
munication. However, the work is undoubtedly valuable since the authors demonstrated
an operating acquisition, pointing and tracking (APT) system, clock data recovery and po-
larization reference-frame synchronization. Another microsatellite, QEYSSat, funded by
the Canadian Space Agency, is to be launched in 2024—2025 [15]. The mission is aimed at
demonstrating ground-to-space quantum key distribution with multiple ground stations.
Separately it is worth noting the experiment at Tiangong-2 space laboratory carried out
by the team of University of Science and Technology of China: using a 57.9-kg payload on
board, space-to-ground QKD was successfully demonstrated [16].

Using of nanosatellites as trusted nodes in a global quantum network can be even more
cost-effective in view of relatively low cost of such spacecrafts. Several research teams
around the world are moving towards distributing quantum keys with a nanosatellite and
the intrigue remains who will be able to make that happen first. Researchers at Centre
for Quantum Technologies in Singapore have successfully demonstrated in-orbit opera-
tion of polarization entangled photon-pair sources [17, 18]. In 2022, the Center for Quan-
tum Technologies and its spin-off, SpeQtral, announced their next mission, SpeQtral-1
[19, 20]. The satellite is expected to be launched in 2024 and perform quantum-secure

communication over intercontinental distances. There are also several other projects that
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aim to either test separate modules [21] or demonstrate the feasibility of fully quantum
communication with a nanosatellite [22—-24].

Our team at QSpace also joined that “Nano Space Race” and has developed a payload
built into a 6U CubeSat platform. The launch of the satellite is planned for 2023. It is
expected that its service life in orbit will be 2 years. To date, the spacecraft has already
successfully passed all the pre-flight tests. The mission is not yet intended for fully quan-
tum key distribution with a satellite. Nevertheless, we are testing such crucial functional
elements as on-board APT system and polarization reference-frame synchronization on
it. Besides that, we have developed a full-duplex telecommunication system operating at
a bit rate of 50 Mbit/s: an up- and a downlink at wavelengths of 808 and 850 nm corre-
spondingly. In quantum communication, generating secret keys from raw measurement
data implies two-way exchange of significant amount of information and thus availability
of a classical communication channel with a high bandwidth is one of the crucial things. In
our next mission, we plan to utilize the optical communication link for such an exchange
of data during obtaining quantum keys, whereas the RF link will only be used for telemetry
and telecommand.

Despite the fact that laser communications in space have been actively developed in the
last decade [25—-38], there have not been too many successful demonstrations of optical
communication with a nanosatellite so far. The first such communication link was estab-
lished with a 1.5U CubeSat developed under a NASA-funded program and reported in
2019 [31]. It was a 200 Mbps downlink operating at a wavelength of 1064 nm and capable
of stable data transmission to a 40 cm aperture ground receiver. The pointing accuracy
required for optical communication is achieved through pointing the body of the satellite
by means of two onboard star trackers used for attitude referencing. Another success-
ful implementation of an optical downlink was demonstrated with a 6U CubeSat, whose
development was funded within the scope of another NASA’s program, was reported in
2023 [36]. Although the connection has a bandwidth of 200 Gbps, the actual data rate
varies from zero to 150 Gbps due to imperfection of the ground telescope and back-end
optics, and due to the use of commercial off-the-shelf fiber transceivers, which are not
resistant to too much Doppler shift. The ground station is also equipped with a 1.8 kbps
optical uplink transmitter primarily used for signaling, mainly for permanent submission
of information to the spacecraft whether retransmission of data is required or not. Also,
there was one more NASA-funded mission, whose goal was to establish a 10 Mbps optical
downlink from a 3U CubeSat [38]. Stable mutual pointing of the ground-based telescope
and the spacecraft with an accuracy sufficient for optical communication was achieved,
but no actual data transmission has been demonstrated.

The structure of this paper is as follows: in section “Mission Architecture’, we provide a
detailed description of the spacecraft and our optical ground station (OGS) at Zvenigorod
observatory; in section “Link Budget Calculation” we present the model used for calcula-
tion of link loss and the results of calculations obtained for the uplink and the downlink;
finally, in section “Pre-flight Tests’, we present the results of preliminary testing the satel-
lite, with an emphasis on the telecommunication system. Finally, in section “Discussion
and Conclusion’, we summarize what has already been done so far and give some per-

spective for the future.
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Figure 1 The 3D model of the assembled satellite (a) and the optical design of payload Vector (b): LD—Iaser
diodes, M—mirror, DM—dichroic mirror, RP—180° reflective prism, SF—spectral filters, CAM—camera,
FSM—fast steering mirror, PD—photodetector

2 Mission architecture

The mission architecture envisages a ground segment and a single satellite space segment,
i.e. a 6U CubeSat, which accommodates two independent payloads: Vector (2.5U) and a
solar X-ray detector (0.5U). The remaining volume, 3U, is occupied by spacecraft’s ser-
vice systems. The ground segment is split into two parts. First, a radio frequency ground
station will be used to receive telemetry data and control the satellite by establishing a RF
link with it. Second, an OGS placed at Zvenigorod observatory (55°41'56"N, 36°45'32"E,
180 m above msl) will be utilized for receiving and transmitting optical signal from / to
Vector. The spacecraft is to be launched from Vostochny Cosmodrome in 2023. The satel-
lite’s orbit is Sun-synchronous with an eccentricity close to zero and an altitude of about
560 km.

2.1 QubeSat platform

The satellite platform is a 6U CubeSat platform with overall dimensions 340.5x226.3 x
100.0 mm and a weight of 9.5 kg. Approximately 3U of volume is reserved for the plat-
form systems: on-board computer, attitude determination and control system (ADCS),
and communications. The ADCS incorporates two 2-axis digital sun sensors. Precise 3-
axes pointing is carried out by means of 3 miniature reaction wheels. The platform is
expected to provide at least sub-1.5° coarse pointing. The pointing accuracy is expected
to be improved to sub-0.25° once the ADCS receives a feedback signal from Vector: the
payload is equipped with a wide field of view (WFOV) camera, which captures the sig-
nal from a ground-based 671 nm beacon laser. Telecommand and telemetry is performed
via 4.8 kbit/s VHF up- and 9.6 kbit/s UHF downlink. The platform also accommodates
an S-band transmitter, which allows a data rate of up to 2 Mbit/s and can be used for
transmission of a large amount of telemetry data. The satellite bus includes solar panels to
recharge on-board batteries. The 3D model and a photo of the assembled spacecraft are
presented in Fig. 1a and 2a.

2.2 Payload
The optical design of payload Vector is shown in Fig. 1b. Transmitting and receiving tele-
com signal is implemented through two spatially separated optical subsystems. Modulated
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Figure 2 Flight model: a—the assembled satellite, b—payload Vector

telecom signal from laser diode LD 850 nm passes through dichroic mirror DM, reflects
from fast steering mirror FSM, expands as it passes a lens system, and is output through an
output aperture. The signal from the ground-based beacon laser is captured by the same
output aperture. It reflects from FSM, DM and is focused on the matrix of camera CAM.
Deviation of the spot at the matrix serves as a feedback signal: FSM is rotated by such an
angle to compensate coarse-pointing error. Using the feedback closed-loop, the transmit-
ter is expected to achieve a tracking accuracy much smaller than the downlink beam diver-
gence. The payload also accommodates laser diode LD 525 nm operating in CW mode. Its
radiation serves as a beacon for the OGS during closed-loop coarse tracking the satellite.
Uplink telecom signal is captured by another input aperture, passes through a lens and
a narrowband spectral filter, and is focused on the light-sensitive area of photodetector
PD. The photodetector is based on a Silicon Photomultiplier, which is a common-bias and
common-output matrix of Geiger-mode avalanche photodiodes connected in parallel and
fabricated on a monolithic silicon crystal. Avalanche signal is amplified and compared with
an adjustable offset level of a comparator. The detector outputs the result of comparison
as LVDS logic signal supplied further to an FPGA, which treats the signal and decodes the
data sent from the OGS in real time. Details on the photodetector settings can be found
in Appendix A.

2.3 Optical ground station

The OGS has already shown performance during multiple quantum communication ses-
sions with Micius. It is placed at Zvenigorod observatory (55°41'56”N, 36°45'32"E, 180 m
above msl) and based on a 60 cm aperture telescope equipped with a motorized tracking
mount. The exterior and optical design of the OGS are presented in Fig. 3. The primary
purpose of the telescope system is collection of the telecom signal so that the signal of suf-
ficient power is focused on the photodetector. It is capable of determining the trajectory
of a satellite and tracking it regardless of whether a downlink beacon signal is captured
or not. Knowledge of the satellite’s trajectory is obtained by means of SGP4 model, which
converts a two-line element set of a satellite to its celestial coordinates fed to the telescope
mount. Maximum pointing error at open-loop coarse tracking can be estimated as maxi-
mum error of SGP4 model, which is of ~1 km [39], divided by minimum distance to the
satellite, which is obviously its altitude, equal to 560 km for the satellite under considera-
tion. Thus, in theory, it should be less than or of the same order of magnitude as 1.8 mrad.
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Figure 3 The photos (a, b) and the optical design (c) of the OGS: CAM1—WFOV camera, CAM2—NFOV
camera

In practice, the typical RMS-error obtained by the authors does not exceed 400 pu.rad when
tracking low-orbit satellites. A further reduction in pointing error is achieved through the
use of an APT system, which consists of coarse and fine tracking system, and an uplink
beacon. The uplink beacon helps the satellite to orientate itself at the OGS and establish a
good quality line-of-sight. The OGS is equipped with a WFOV camera whose sensor is in
the focal plane of a guide telescope mounted parallel to the optical axis of the main one.
On-the-fly processing of image stream from the WFOV camera is permanently carried out
and, once the camera reliably receives the downlink beacon signal, a required offset starts
to be calculated. The offset is then supplied to the mount control software, which allows to
minimize pointing error yet remaining due to imperfect knowledge of the satellite’s orbit
and compensate any systematic tracking errors inherent in the telescope mount. A typical
pointing error at closed-loop coarse tracking is of about 50 purad RMS. The OGS is also
equipped with a narrow field of view (NFOV) camera and a fast steering mirror (FSM)
with a maximum bandwidth of 580 Hz. Unlike the WFOV one, the NFOV camera and the
FSM are mounted inside the optical receiver. The FSM is introduced into the combined
beam path of the telecom and downlink beacon signal to guide the telecom signal into the
photodetector’s field of view. After locating the satellite in the NFOV camera, the remain-
ing pointing error is minimized by beam steering. A typical RMS-error during closed-loop
fine tracking does not exceed 7 urad. More details on the OGS can be found in a previous
publication [40].

2.4 Polarization reference-frame synchronization

When distributing a quantum key, Alice and Bob must have a shared reference frame.
In satellite quantum communication, continuous alignment of polarization states is re-
quired due to movement of the spacecraft in orbit and because of its rotation. For carrying
out such alignment in automatic mode, we have developed a polarization reference-frame
synchronization system. Its optical design is presented in Fig. 4. The operating principle
is based on the use of a linearly polarized reference signal transmitted together with the
quantum one. The reference signal is not necessarily the downlink beacon, it can be any
other polarized radiation. The only compulsory requirement is that its wavelength must
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Figure 4 The optical design of the polarization reference-frame synchronization system: BS—beam splitter,
HWP1 and HWP2—half wave plates, PBS—polarization beam splitter, CAM—NFOV camera, PD1 and
PD2—photodetectors

differ sufficiently so that the reference and quantum signals can be separated by a dichroic
mirror. After the reference signal is reflected from dichroic mirror DM, it can be split
into several parts for use in different purposes. Here, we imply that the reference signal
is the downlink beacon and some of it is used to ensure the operation of fine tracking
system. Therefore, after being reflected from beam splitter BS, one part of the reference
signal is focused on the matrix of the narrow field of view camera. The transmitted beam
passes through half wave plate HWP1 followed by polarization beam splitter PBS and two
photodetectors, PD1 and PD2. The amplitude of detector outputs is being continuously
digitized while half wave plate HWP1 is rotated to scan the range of interest. The control
program treats the obtained data on-the-fly and determines the angle of HWP1 that cor-
responds to minimum amplitude at one of the detectors. Half wave plate HWP2 is rotated
by this angle biased by a preliminary found offset. It should guarantee that polarization
reference frame is being kept synchronized during a whole communication session. For
testing the performance of the reference-frame synchronization in real experiment, we
made the downlink telecom signal linearly polarized. It is redundant from the point of
view of the telecommunication system, which can operate with unpolarized signal, and is
only required for verifying the above approach. We also plan to modify the above design
by substitution of the polarization beam splitter and photodetectors with a commercial
off-the-shelf polarimeter and perform tests of the modified system too.

During the experiments on QKD with Micius, the authors applied an alternative ap-
proach. A time dependence of the angle between horizontal polarization state and hori-
zontal plane of the OGS was calculated based on a predicted trajectory of the satellite some
time before a quantum communication session. This dependence was fed to the input of
the software that controls the rotation angle of half wave plate HWP2 during experiment.
Using this method, the authors did not observe any significant increase in quantum bit
error rate in any of the several communication sessions carried out with Micius i.e. maxi-
mum misalignment between the reference frames was kept at acceptable levels. However,
although this approach gives acceptable results, it is semi-automatic and quite labor inten-
sive. Moreover, it cannot be applied unless the operation of ADCS is entirely predictable.
Unfortunately, the features of how our spacecraft’s attitude control system works have not
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been investigated well enough. For example, although sub-1.5° coarse pointing is guaran-
teed by the satellite platform, spin around the axis connecting the spacecraft and the OGS
cannot be completely excluded. The study of how the ADCS really works is one of the
objectives of this mission.

2.5 Telecommunication system

The telecommunication system is a full-duplex system, which uses a simple connectionless
communication model with a minimum of protocol mechanisms. At the physical layer,
data is encoded in Manchester code: there is a transition at the middle of each bit period
and the direction of the transition determines the data. In the system developed by the
authors, the transition from low to high represents logic 0 and the transition from high
to low represents logic 1. The bit rate is 50 Mbit/s. In both directions, data is being sent
in 335 octets long packets, the interpacket gap is 12 octets. The packet consists of an
8-octet preamble, which is used for synchronization, 4-octet serial number, a 321-octet
frame, which carries a payload of data, and 2-octet CRC-16 checksum. The envelope of
the preamble retrieved by receiver can also be used for time synchronization in quantum

key distribution.

3 Link budget calculations for the uplink and the downlink

3.1 Model used to calculate link loss

Diffraction loss is calculated under the assumption that light beams are Gaussian. If the
distance between the transmitter and the receiver is sufficiently large and pointing error
is sufficiently low, it can be shown that diffraction loss is equal to

«/ik-d)’ O

20/,
g(nwo -D

where X is wavelength, d is the distance to the satellite, wy is beam waist radius, and D is
aperture diameter of the receiver.

If the pointing error cannot be neglected, the loss due to finite pointing accuracy must
also be taken into consideration:

20 (nWO : eerr,RMS ) 2 (2)

mio A

where Oe;r,rMms is RMS pointing error.

Besides geometric loss, there is also atmospheric attenuation due to such processes as
scattering and absorption. If neglecting the curvature of the Earth’s surface, power loss in
atmosphere can be written as

K

: ) 3
sin Ogr, ®)
where 0 is satellite elevation and coefficient x characterizes cumulative loss in dB due to
scattering and absorption per one air mass.

The distance to the satellite and elevation change along the satellite’s trajectory. It can
be shown that

d’ = R% +(Rg+h)? —2Rg - (Rp + h) - cos a, (4)
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+h

cosOg; = -sina, (5)
where R is Earth radius, / is the altitude of the satellite, and « is angle between the direc-
tion to the OGS and the direction to the satellite from the center of Earth.

The model of non-rotating Earth is used to obtain the dependence of « on time. As the
orbital eccentricity is close to zero for the satellite under consideration, we consider that
it is moving in a circular orbit. We also assume that « is zero at time zero. Taking into
account these assumptions, one can derive the following expression for «:

“Re. & .
o =Rg (RE+1’1)3 t, (6)

where g is gravitational acceleration, and ¢ is time.
The derivation of the equations presented in this section is given in Appendix B.

3.2 Results of calculations

Time dependencies of distance d and elevation g, calculated using Eqs. (4)—(6) for a satel-
lite with an altitude of 560 km are shown in Fig. 5a and 5b. The selected time interval is
from —164 to +164 s, which corresponds to the time while the satellite elevation is more
than 20°. Diffraction loss are calculated using Eq. (1). According to calculations in Zemayx,
the waist radius wy is of 4.0 mm for the downlink. This corresponds to a divergence of
the beam in the far field equal to 68 prad. This value is somewhat larger than the far-field
divergence measured experimentally, 41 prad. We use the value found theoretically, 68
purad, into all our calculations since it gives us an upper bound for link loss. The diffrac-
tion loss for the downlink is of 39.0 dB at zenith and 46.4 dB at an elevation of 20°. For
the uplink, we expect the beam divergence to be the same as it is for the downlink. The
corresponding diffraction loss is 26.0 dB more, 65.0 dB and 72.4 dB.

Attenuation in atmosphere depends on weather conditions: at a wavelength of 850 nm,
i -k lies in the range from 0.23 for clear weather to 0.41 for foggy weather [41]. The loss
varies from 0.9 dB at the best weather conditions at zenith to 4.8 dB at the worst weather
conditions at an elevation of 20°: see Table 1 for details.

In addition to losses varying along the satellite’s trajectory, there are also constant losses
in the optical systems of the satellite and the OGS. They are 7.8 dB for the downlink, which
includes loss due to the central obstruction of the ground-based telescope, and 0.3 dB for
the uplink. Besides that, there is loss 0of 4.8 dB in the uplink due to a finite pointing accuracy
of the ground-based telescope, which is 50 purad RMS. In the downlink, the anticipated
loss due to pointing error is negligible, ~ 0.3%, since the downlink signal is guided by a
fine tracking system. As a result, the total loss for the downlink varies from 47.7 to 59.0 dB
depending on the satellite elevation and weather conditions. The time dependence of total
loss in the downlink calculated for the worst weather conditions is presented in Fig. 5c.
For the uplink, total loss varies from 71.0 to 82.3 dB. As one can see, the total loss for the
uplink is higher by 23.3 dB than that for the downlink at the same conditions. Since the
time dependence for the uplink looks pretty much similar, we do not present it in a figure.

4 Pre-flight tests
Vector has successfully passed all tests as a separate module and has been integrated into
the spacecraft. The assembled spacecraft has also been rigorously tested. The pre-flight
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Figure 5 Calculated time dependencies: a—distance to satellite, b—elevation, c—total loss in satellite
downlink under the worst weather conditions; the satellite is in a circular orbit with an altitude of 560 km

Table 1 Main parameters of the downlink and the uplink; the satellite is in a circular orbit at an
altitude of 560 km

Downlink Uplink

Wavelength, nm 850 808
Far-field divergence, prad 68
Aperture diameter of receiver, mm 600 30
Diffraction loss, dB Zenith 39.0 65.0

Elevation 20° 46.4 724
Scattering and absorption losses, dB Zenith 09-16"

Elevation 20° 27-48"
Loss due to pointing error, dB 0.0 4.8
Constant loss in the transmitter, dB 0.7 -
Constant loss in the receiver, dB 712 03
Total loss, dB Zenith 477-484" 71.0-71.7

Elevation 20° 56.9-59.0' 80.2-823"

| Depends on weather conditions.
2 Includes loss due to the central obstruction.

tests included check for marginal power consumption, thermal vacuum testing, check for
correct data exchange between the satellite bus and the payload, and vibration testing. It
has been shown that the spacecraft should survive the launch and operational environ-
ment, with no functional elements to be damaged.

The vibration testing had multiple goals. The first one was to make sure that there are
no resonant frequencies in the range where it can be crucial i.e. in the range of vibration
frequencies of the rocket during space launch. The second objective is to ensure that there
is no harm to the payload / satellite after extensive exposure to sine vibration of a given
strength at some frequencies. For this purpose, comparison of vibrational spectra before
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Figure 6 The optical scheme of variable attenuation for testing the telecommunication system: ATT—fixed
optical attenuator, HWP—nhalf wave plate, POL—polarizer, BS—beam splitter 50/50, OPM—optical power
meter

and after the exposure is carried out first. Then the payload / satellite is checked whether
the alignment of optical beams is maintained. Finally, performance of the electronics and
functionality of the whole system is checked. Also, the payload / satellite undergoes ran-
dom vibration testing.

Special attention was paid to stable operation of the telecommunication system. During
the tests, the optical signal was attenuated to the level as it would be during a satellite pass
through zenith under worst-case conditions. The optical scheme for testing with variable
attenuation is presented in Fig. 6. First, the signal is attenuated with a fixed optical atten-
uator so that maximum output power corresponds to the optical power at zenith. Then,
signal passes a half wave plate followed by a polarizer, whose axes are oriented relative
to the vector of electric field so that the output power is proportional to cos?2a, where
«a is the angle of the half wave plate. The change of angle is implemented by means of a
motorized rotation mount managed from a PC. After the polarizer, the signal is split into
two parts: the first one ends up in the receiver, whereas the second one hits the sensor
of an optical power meter, which allows to control the real value of optical power during
testing.

For the downlink, the laser output power is of 120 mW. As can be seen in Table 1,
the total loss varies from 48.4 dB at zenith to 59.0 dB at an elevation of 20° under the
worst weather conditions. It corresponds to received signal power of 1.7 £ W and 150 nW.
Checks on the telecommunication system was therefore performed around this range. The
obtained dependence of bit error rate (BER) on signal power is presented in Fig. 7. As one
can see, bit error probability does not exceed 1072 in the range of interest. Such an error
rate is sufficient for error correction with reasonable redundancy and reliable data trans-
mission can thus be carried out at least at elevation greater than 20°. According to our
calculations, such a single communication session lasts about 328 s if the satellite passes
through zenith.

For the uplink, it is supposed to use a ground-based transmitter with such a power as to
provide signal-to-noise ratio not worse than that obtained for the downlink. The total loss
of the uplink is greater than that of the downlink by 23.3 dB and the output transmitter
power is supposed to be at least 26 W. It is technically quite a difficult task to modulate
optical signal of such a high power since standard off-the-shelf modulators have either
too low acceptable level of input power or too low modulation bandwidth. However, the
authors plan to find a satisfactory solution to this challenge by the launch of the satellite.



Miller et al. EPJ Quantum Technology (2023) 10:52 Page 12 of 20

1072
z 3] ®
7 107% 4
3
2
a L]
E
: 107% 5 =]
M
e+
107% : . .
0 05 1 15
Signal power, ul¥
Figure 7 The dependence of bit error probability on received signal power. A single point presents data
averaged over 10° packets or 2.568x 108 bits. Vertical dashed lines indicate signal power at zenith and at an
elevation of 20° under the worst weather conditions

5 Discussion and conclusion

A satellite-constellation based global quantum network could allow secure quantum com-
munication between remote users worldwide and contribute to the creation of quantum
internet in the future. Such a constellation could be formed of micro- or even nanosatel-
lites, which have the advantage of being more cost-effective than larger expensive space-
crafts. However, the features of quantum communication impose a number of specific
technical requirements set for both the OGS and the spacecraft. In particular, precise con-
trol of the downlink laser beam and very accurate attitude control of the satellite must be
guaranteed during a whole communication session. For small satellites, it is more difficult
to meet these requirements than for large ones. To the authors’ knowledge, full-fledged
quantum communication has been demonstrated with neither a micro- nor a nanosatellite
so far. Micius, weighing 635 kg [11], has been the only satellite that was able to demon-
strate QKD with ground-based stations [5—7]. The team of the University of Science and
Technology of China has thus provided proof-of-principle evidence that quantum key dis-
tribution between a LEO satellite and a ground station is feasible, which became undoubt-
edly a key milestone towards quantum communications in space. However, the cost of the
project is extremely high and such satellites as Micius can barely be considered suitable
for use in a commercial quantum network. Our team has taken aim at the creation of a
global quantum network based on a constellation of nanosatellites. As a first step towards
this long-term goal, we developed a 6U CubeSat to be launched into its orbit in 2023. Al-
though the spacecraft is not yet intended for full-fledged quantum communication, we
are testing such crucial functional elements as satellite’s APT system and polarization
reference-frame synchronization on it. Besides that, the satellite is equipped with a full-
duplex telecommunication system operating at a bit rate of 50 Mbit/s. This is at least one
order of magnitude higher than the data rate provided by the available RF links. The opti-
cal link can therefore be utilized as a classical communication channel in our next mission,
which envisages an overall QKD system. It should be noted that the technology of optical
satellite communication is of interest not only in the context of quantum communications.
Inter-satellite optical communication can complement data transmission over a radio link
in a classical satellite-based telecommunication network. Also, it can have a practical ap-
plication in technologies that imply satellite-to-ground transmission of large amounts of
data, such as remote Earth sensing and extra-terrestrial astronomical observations.
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The authors have conducted an analysis of link losses in the up- and the downlink and
have shown that signal power does not fall below 150 nW at elevation above 20°. At such
a signal level, bit error probability is of about 1073, according to the results of preliminary
tests of the telecommunication system. Such an error rate is sufficient for reliable error cor-
rection with reasonable redundancy of transmitted data. Using the model of non-rotating
Earth, a single communication session has been shown to last for 5 min 28 s when the
spacecraft goes through zenith. The main goal to be achieved after the satellite is launched
is to demonstrate stable connection between it and an OGS and carry out multiple com-
munication sessions. The authors plan to utilize the OGS that has already shown perfor-
mance during experiments on QKD with Micius.

In the spacecraft under consideration, only 2.5U of volume was allocated for the pay-
load including both optical components and electronics. It is technically quite a difficult
task to fit all the components into such a small volume. Therefore, the authors decided to
limit satellite’s input aperture to 30 mm. Such a small aperture diameter resulted in higher
requirements imposed on the ground-based transmitter: it must be capable of modulat-
ing optical signal with a power of several watts. We expect to have more space available
for the payload in the following mission and then we can use an output aperture of about
95 mm. First, it will let us to reduce the output power of the ground-based transmitter by
one order of magnitude. Second, such an aperture diameter will allow to achieve a much
smaller divergence of the downlink beam. The latter circumstance is especially impor-
tant in the context of quantum communication as link loss has a direct impact on secure
key rate. Moreover, if the downlink beam divergence is too large, signal-to-noise ratio can
fall below the critical level at which secure communication becomes impossible. Since
generating secret keys from raw measurement data implies two-way exchange of signifi-
cant amount of information, availability of a classical communication channel with a high
bandwidth is another important thing from the point of view of quantum communication.
We plan to use the free-space optical link for such an exchange of data during obtaining
quantum keys, whereas the RF link will only be used for telemetry and telecommand. The
concept of the following mission is still under development and its design will depend,

among other things, on the results of in-orbit operation of our first satellite.

Appendix A: Photodetector Bias Voltage and Comparator Level Selection

One of the crucial things in the telecommunication system from the point of view of hard-
ware is setting the correct parameters of the photodetectors. Spacecraft’s equipment with
the highest power consumption is turned on shortly before a communication session,
which increases thermal load significantly. Besides that, a spacecraft is impacted by solar
radiation and the illuminance changes dramatically when it enters Earth’s umbra region.
Both factors can cause temperature and consequently breakdown voltage to drift signif-
icantly in an unpredictable direction. Correction of the photodetector operating point
is therefore required. Bias voltage correction is performed in automatic mode: tempera-
ture measurement is carried out every 500 ms and bias voltage is immediately corrected
when necessary. Selection of comparator level is not so obvious. If it is too low, error rate
increases due to noise triggering of the photodetectors. At a too high comparator level,
there is a risk of not receiving the signal, which also leads to an increased error rate. An

additional complexity is that received signal power varies by a factor of about 10 during
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Figure A1 The dependencies of bit error probability on comparator level obtained at different levels of
optical power. The bit rate is 100 Mbit/s. Data encoding is implemented by means of an electro-optical
modulator. A single point presents data averaged over 10* packets or 2.568 x 107 bits. Vertical dashed line
indicates the comparator level that provides the lowest BER

a communication session. Influence of comparator level on BER was therefore studied at
different levels of signal power. A summary of the obtained results is presented in Fig. Al.
The upper bound of acceptable comparator level is moving towards higher values with
increasing signal power as expected. It was also found that the lower bound is moving
towards lower values. The last effect is apparently due to the dependence of avalanche in-
tensity on the amount of radiation that hits the detector. The more intense an avalanche,
the greater bias voltage drops. For the given electrical circuit, voltage recovery time is of
~100 ns, which is much greater than the period of information pulses, and therefore bias
voltage never has time to fully recover. As a result, at a fixed comparator level, the higher
signal power, the lower BER. As one can notice, regardless of signal power, the comparator
level that provides the lowest error rate is pretty much the same. This level is indicated by
vertical dashed line.

Appendix B: Model Used to Calculate Link Loss
For calculation of diffraction loss, we assume that light beams are Gaussian. It means that
their intensity distribution has Gaussian profile:

2P, -2 2

I(r,z) = R (B.1)

el
aw(z)

where r is the radial distance from the center axis of the beam, z is the axial distance from
the beam’s waist, w(z) is the radius at which the field amplitude falls to 1/e of its axial value,

and po is the total power of the beam. The parameter w is given by the following equation:

2
wz)=wp-,/1+ (i> , (B.2)

ZR

2
where o = w(0) is the waist radius, and zp = ”TWO is Rayleigh length. By taking the derivative
of w with respect to z and tending z to +00, one can make sure that the derivative tends
to %WO, which is the far-field divergence of a Gaussian beam.
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In general, if there is an arbitrary surface ¥, power captured by this surface can be cal-

culated as surface integral of vector field I - %:
ﬁ
k —
P://I~—-d5. (B.3)
s Kk

If the tracking accuracy 6., is sufficiently low, i.e. z - Oy < W, r inside the region of
—
integration is much less than w. Also, the wave vector k is pretty much parallel to vector

—
dS. Then (B.3) can be written as
P=I(r=0,2)-S, (B.4)

where S = [ dS is the total surface area. As a telescope with an aperture of D has an area
of ”sz, (B.4) becomes

Py D?
T 2w2(2)

P ) (B.5)

At distances typical for satellite communication, z > z¢ and (B.5) can be written as

2w} - D

PP

(B.6)

Also, at such distances, discrepancy between z and the distance d between a satellite
and an OGS is insignificant. Therefore, z in (B.6) may be substituted with d. If taking into
account that loss in dB are defined as IOZg%", one can get:

(B.7)

2 -
Diffraction loss = ZOlg( V2 d).

aTwy - D

If the pointing error is significant, angular deviation of the beam must also be consid-
ered. In this case, if we still assume that the region of integration is much less than w, and
if Berr < 1, (B.3) can be written as:

P=1(zOerr,2) - S. (B.8)

If we substitute z with d and take into account that z >> zp, as it was done above, after
performing several simple mathematical transformations, we will get the following ex-
pression for 1OlgP—I§) i.e. power loss in dB:

2
201g<ﬁk.d) 20 (m) 62 (B.9)

Twy-D +ln10. A

As one can notice, the first term in (B.9) is diffraction loss derived above by assuming
that the pointing error is zero, whereas the second one characterizes extra loss caused by
a finite pointing accuracy. As a rule, pointing error is a random rapidly changing value and
therefore it makes sense to consider the loss averaged over a sufficiently large time interval.
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Thus, if taking into consideration all of the above, the expression for total geometric loss

can be written as:

20 awo\’ ——
Diffraction loss+l 0 (T()) -02,. (B.10)

Equation (B.10) represents loss in vacuum. In reality, signal goes through atmosphere
and such processes as scattering and absorption have also to be considered. Let the radi-
ation of intensity I pass through volume S - 8z with a concentration of scattering centers
of ng as shown in Fig. Bla. If 8z is small enough, the change of intensity &I after pass-
ing through the volume can be written as —Cs - I - ng - 8z, where ¢s is a coefficient that

characterizes scattering efficiency. Passing to the differential limit, we obtain a differential

equatlon £ = —Cs - ng - dz, whose solution can be written as
1 d z
n
Dot [ msteras. B11)
Iy n 20

If we integrate along the center axis of the beam from its focus, point S in Fig. B1b, zo = 0
and I, is the intensity of the beam in the center of waist, i.e. at point = 0, z = 0. The upper
at the location of the OGS, point G in Fig. 3b, where

h is the altitude of the satellite and GEL is its elevation. If we substitute integration variable &

limit of integration z is equal to —2— 9

with u = —sinégy - & + ki, the right part of Eq. (B.11) becomes — ns(u) du. As atmo-

smOEL -[O
spheric density is negligibly low at typical altitudes of satellites, fo ns() du is equivalent
to f0+°° ngs() dp with high accuracy. The value Cs - f0+°° ns(u) du does not depend on the

satellite’s position and is only determined by properties of the atmosphere and the radia-

tion wavelength. If we designate Cy - fowo ns(u)du as ks, Eq. (B.11) becomes lné =— Si:gEL .
Similar considerations apply to the process of absorption and a similar coefficient x4 can

be introduced. In view of the above, total loss can be written as

2
201 (fk d) 20 <@> g 0« (B.12)

TWg - In10 A e Ip10  sinBg

where k = kg + k4. Coefficient A% k characterizes cumulative loss in dB due to scattering

nl
and absorption per one air masls.o

For calculation of distance to a satellite d and elevation 61, we use the model of non-
rotating Earth. This model is a reasonable approximation as, even if an OGS is placed at
the equator, where the speed reaches its maximum, it is yet one order of magnitude less
than the speed of a satellite. Also, we assume the orbital eccentricity is 0, i.e. the satellite is
moving in a circular orbit. It also has a basis: the orbital eccentricity of our satellite is close
to 0. Considering two assumptions above, distance to the satellite d can be found from the

law of cosines applied to triangle CGS—see Fig. Blc:
d? = R% +(Rg +h)? = 2Rg - (Rg + h) - cos a, (B.13)

where Rg is Earth radius, and « is angle between the direction to the satellite and the

direction to the OGS. By equating the centripetal force and gravity, one can derive a well-
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Figure B1 Scattering and absorption in atmosphere. The geometry of relative position of a satellite and an
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known expression for the speed of a satellite vgar:

[ &
Rg - ,
E RE+h

where g is gravitational acceleration. Since (Rg + &) - do = vsar - dt, o can be written as

VSAT
Rp+h

at time zero, i.e. £, = 0, « is equal to

(B.14)

o + - (t —tp), where ag = (¢ = tp). If &g = 0 and the satellite passes through the zenith

g
R |——="-t. B.15
Y (Re + h)? (B.15)
Elevation can be found from the law of cosines for triangle SGH:
SH? =d”* + GH? - 2d - GH - cos 0. (B.16)

GH can be calculated as Rg - tan «. SH can be found as the difference between CS, which is
R
coso

equal to Rg + /1, and CH, which in turn is equal to

. From the equations above, skipping
intermediate math, the following equation for elevation is obtained:

RE+h

-sina.

cos gL, = (B.17)

It should be noted that the authors neglect a number of phenomena in the above model.
In particular, the curvature of the Earth’s surface is not considered when calculating loss
in atmosphere. When considering the motion of the satellite, the authors use the model
of non-rotating Earth, which is obviously only a certain approximation of reality. We also
neglect beam wander due to atmospheric turbulence, which can lead to an increase in the

Page 17 of 20
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beam divergence and, consequently, extra loss, especially for the uplink. Nevertheless, the
creation of an overall model that would consider all conceivable phenomena was not the
purpose of this work and can be a topic of a separate study.
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